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Abstract 

This study aims to discuss the use of multiple layers of defence to prevent foodborne 
illness in restaurants. A defence model was developed based on Reason’s Swiss Cheese 
Model. Reason’s model was extended by adding the concept of Hazard Analysis and 
Critical Control Points, as well as Five Keys to Safer Food. The defence system was divided 
into seven layers of defence: 1) adequate facilities and 2) training as administrative 
controls; 3) safe ingredients and water; 4) environmental hygiene; 5) personal and food 
hygiene and 6) safe food temperature as behavioural controls; and 7) control and 
systems. The hypothesis was that the layers would act as barriers to prevent hazards from 
causing losses. To test the model, a dataset (secondary data) of food safety assessments 
from 1,536 different restaurant establishments in Brazil was used. A checklist of 51 items 
was organised into seven layers of defence system. The model was tested with a Partial 
Least Square Structural Equation Model. Errors in administrative controls (facilities and 
training) led to errors in behavioural controls.  A 'cascade effect' was observed where 
errors in distal behavioural controls (safe ingredients and water and environmental 
hygiene) impacted proximal controls (personal and food hygiene and; safe food 
temperature) and system controls. It was discussed how latent conditions and active 
failures can string together and cause a foodborne illness incident. The Swiss Cheese 
Model of food safety incidents is proposed as a new perspective for food safety. This 
model can be used for risk management and food safety education. 
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1. Introduction 

 Despite years of innovation and technology, food safety in the restaurant industry 
is still a challenge for all countries. According to a study by the Centres for Disease Control 
and Prevention (CDC), approximately 9.4 million foodborne illnesses (FBI) occur in the 
United States each year (Scallan et al., 2011). In this case, FBI is defined as diseases caused 
by contaminated food or beverages, mainly by various bacteria or their toxins, viruses, 
and parasites (Centers for Disease Control and Prevention, 2018). FBI has many health-
related consequences such as deaths, and disabilities like liver disease such as those 
caused by Hepatitis A and E viruses (Di Cola et al., 2021), neurological disorders (e.g. 
neurocysticercosis caused by Taneia solium (Bustos et al., 2021) and kidney failure (e.g. 
caused by Escherichia coli O157:H7 infection) (World Health Organization, 2019). In 
addition, such illnesses have a sizable economic impact, increasing the costs for society, 
agro-food industry, and governments (Focker & van der Fels-Klerx, 2020). Restaurants 
and cafeterias were avoided during the COVID-19 pandemic (Hakim et al., 2021) because 
of the high risk of transmitting the virus through the environment (Chang et al., 2021). 
Despite the slow pace of development, the foodservice sector is expected to grow in the 
coming years (i.e. 2022 – 2024) as spending on food outside the home increases (Pizam, 
2021; Statista, 2021), making risk FBI mitigation strategies favourable. In Brazil, most FBI 
outbreaks reported occurred in food services (e.g. school cafeterias, restaurants, and 
workplaces) (Finger et al., 2019). 

Most FBI outbreaks in food services are due to predictable errors in the food 
chain. Ready-to-eat meals are often implicated in FBI incidents, indicating errors in the 
middle to end of the production chain (Soon et al., 2020). Following this train of thought, 
food handlers are implicated and blamed for unsafe food handling because they work on 
the front line (de Freitas et al., 2020; Pereira et al., 2021). The literature often suggests 
that food handlers may be the cause of FBI, waiving the responsibility of management. 
Blaming individuals is more convenient than targeting institutions (Reason, 2000). In this 
case, many behaviour-based strategies are used to prevent errors based on risk 
perception, the need for education, and disciplinary measures. In the hospitality industry, 
for example, training is often used (da Cunha, 2021). However, many authors argue about 
the importance of a prevailing proactive food safety culture, adequate facilities, 
leadership, and many other core ‘management-related’ (or organisational) strategies  (de 
Andrade et al., 2020; Jespersen et al., 2019; Zanin, Stedefeldt, & Luning, 2021). According 
to the World Bank report, the burden of unsafe food can be avoided through low-cost 
behavioural and infrastructural changes (Jaffee et al., 2018). In this sense, applying 
organisational strategies can also benefit restaurant management, not just large 
companies.  

Although the study draws on widely known concepts of food safety, it is inventive 
in drawing inspiration from the Swiss Cheese Model (SCM) to explain food safety. The 
results can show the importance of assessing and improving each layer of defence in a 
food safety system and how a possible 'cascade effect' of failures can compromise 
consumer safety. Therefore, the aim of this study is to discuss the use of multiple layers 
of defence to prevent FBI in restaurants. To this end, data analysis was conducted to 
examine the combined impact of failures at each level. First, we present the theoretical 
background on which the model is based. Then, results are presented and discussed. 
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2. Theoretical background 

2.1 The Swiss Cheese Model 

 James Reason is a psychology professor who proposed the Swiss Cheese model to 
discuss the occurrence of errors. Reason explains that the problem of human error can 
be viewed through a person or system approach (Reason, 2000). The person approach 
focuses on explaining unsafe actions by 'frontline' actors such as doctors, train drivers, 
pilots, and food handlers. Such errors are explained in terms of lack of motivation, 
recklessness, carelessness and forgetfulness on the part of employees. The systems 
approach, on the other hand, assumes that humans are inherently prone to error 
(Reason, 2000). In this approach, the conditions under which people work contributed to 
the errors. Garfield & Franklin (Garfield & Franklin, 2016) suggested that people who 
apparently make the most errors are those who carried out high-risk and time-pressured 
tasks (e.g. food handlers working under tight time frames) (Tongchaiprasit & 
Ariyabuddhiphongs, 2016) or those who work in difficult environments (e.g. working long 
hours in a crowded, hot and noisy kitchen environment) (Murray-Gibbons & Gibbons, 
2007). Thus, system protection is put in place to address these tasks and environmental 
factors with barriers and safeguards that are adequately controlled to minimise human 
error. 

  In the person-centred approach, blame is assigned to the individual, focusing on 
the individual origin of the error and ignoring contextual or task-related factors (Aini & 
Fakhru’l-Razi, 2013) e.g. blaming the food handler for an FBI incident. The person(s) being 
blamed are not entirely or solely responsible for an adverse event, as their practises are 
also based on task-related factors (e.g. equipment design, lack of utensils, increased 
workload) and organisational factors (e.g. lack of leadership, poor training, lack of staff 
support). Accidents are complex and result from the unforeseen concatenation of 
multiple factors (Reason, 1990). However, this culture of blame is prevalent in the 
hospitality industry (de Freitas et al., 2020; Pereira et al., 2021), but can be improved by 
a fair treatment (Wiśniewska, Czernyszewicz & Kałuża, 2019).  

Failures tend to follow recurring patterns and do not occur randomly. Therefore, 
similar circumstances can lead to similar failures (Reason, 2000). On this basis, Reason 
proposed the Swiss Cheese Model (SCM) for system failures (Reason et al., 2006). The 
SCM is a heuristic explanatory model based on a simple metaphor - several slices of Swiss 
cheese with holes in them (Reason et al., 2006). In this model, the slices of cheese are 
barriers in a system designed to prevent losses, and their holes are failures, errors or 
weakness (Larouzee & Le Coze, 2020). It conveys that a single failure is not sufficient to 
cause an accident, but is usually caused by the interaction of several factors emanating 
from different levels of the defence system (Reason et al., 2006). The gaps in the defence 
systems arise from active failures and latent conditions (Reason, 2000). Active failures are 
breaches that have an immediate negative impact and are generally associated with 
'frontline' forces (Reason, 1990) i.e., they are acts - slips, omissions, errors, system 
violations - committed by those in direct contact with a system, and these acts have a 
direct impact on the integrity of that system's defences (Reason, 2000). On the other 
hand, latent conditions arise from top management decisions or actions. Latent 
conditions have no immediate negative impact but, in combination with local trigger 
factors can break through the system's defences (e.g. climate and organisational factors) 
(Reason, 1990). These conditions can remain dormant/latent in that system for a long 
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period of time and may trigger a violation (or loss) when combined with other triggers or 
active failures (Reason, 2000). Behavioural controls are used to reduce or prevent active 
failures. Administrative and system controls are used to reduce or prevent negative latent 
conditions. A proactive organisational climate and culture supports the controls and the 
overall defence system. 

FBI incidents have many common characteristics and features. They are caused 
by a variety of sequential failures due to organisational and technological factors, but 
mainly due to human factors, motivated by latent conditions or active failures (Todd et 
al., 2007; Wu et al., 2018). Wiśniewska (2022) discusses in a theoretical paper how SCM 
could be useful in a food safety management system to avoid food safety hazards. 
Extending Wiśniewska's (2022) view, in this paper we propose a model to test some 
premises of SCM as a food safety model using real data. Therefore, we believe that SCM 
can be an interesting model or foundation to understand and discuss the gaps in food 
safety. 

 

2.2 HACCP and PAHO/WHO five keys to safer food principles 

Hazard Analysis and Critical Control Points (HACCP) is a scientifically based and 
systematic control system for food safety that is used and recognised worldwide. It 
identifies specific hazards and measures to control them in order to ensure the safety 
(Codex Alimentarius Commission, 2020). The first concept was developed in the decade 
of 1960 by the US National Aeronautics and Space Administration (NASA) (Weinroth et 
al., 2018). HACCP is the process of evaluating and controlling biological, chemical 
(including allergens) and physical hazards to ensure food safety. Hazard analysis involves 
collecting and evaluating information about potential hazards in the environment and in 
food to decide whether or not these hazards are significant. The critical control point 
(CCP) is the step at which control is critical to ensure food safety by preventing, 
eliminating or reducing the hazard to an acceptable level (Codex Alimentarius 
Commission, 2020). The logic of the HACCP concept is therefore to identify critical control 
points and establish corrective actions for the significant hazards in the food chain. Its 
implementation must be supported by scientific evidence on the hazards to human 
health and good hygiene practices. In 2020, the Codex Alimentarius emphasised the need 
to make the HACCP system more detailed (Codex Alimentarius Commission, 2020) to 
ensure a more efficient application of the system. This greater clarity can potentially 
minimise active errors, for example, by better guiding the behaviour of those involved in 
each process. Because of these features, the HACCP system is considered a fundamental 
system for food safety management and control FBI. 

In addition to the health aspects, Liu et al. (2021) have shown the financial 
benefits for those who implement HACCP in the short and long term. Although HACCP is 
a reliable system, it can be difficult to implement in small businesses such as restaurants. 
One difficulty of successful HACCP operation is related to hazard identification and 
control (Eves & Dervisi, 2005; Wallace et al., 2014), which can also be observed in small 
businesses (Dzwolak, 2019). In addition to the difficulties associated with hazard 
identification, other difficulties in applying the HACCP approach in the food sector seem 
to be common: insufficient or inadequate knowledge, excessive documentation, 
increased initial costs and a team that does not have a positive perception and attitude 
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towards the food sector system (Eves & Dervisi, 2005). Such aspects indicate that 
different ways of assessing, managing and communicating food safety might be helpful 
to foodservice owners, practitioners, educators, and government. 

In a simpler form of communication, the Pan American Health Organisation 
(PAHO) and the World Health Organisation (WHO) published the five keys to safer food 
in 2006 (World Health Organization, 2006). Using a visual and didactic presentation the 
PAHO/WHO presents the main causes of FBI and how to avoid them. The five keys focus 
on food hygiene messages to avoid FBI mainly caused by dangerous microorganisms 
(World Health Organization, 2006). The core messages of the Five Keys to Safer Food are: 
1º keep clean; 2º separate raw and cooked foods; 3º cook thoroughly; 4º keep food at 
safe temperatures; and 5º use safe water and raw materials (World Health Organization, 
2006). Despite their simplicity, the five keys are the crux of any food safety system as they 
address the main active failures that lead to an outbreak of FBI. We included the five keys 
for safer food to extend Reason’s model due to their simplicity and effectiveness in 
communicating evidence-based food safety messages (Fontannaz-Aujoulat, Frost & 
Schlundt, 2019). 

Identifying hazards, understanding the significance of a risk, weighing its severity 
and the likelihood of its occurrence is not an easy task (Mortimore & Wallace, 1998). In 
this sense, unifying HACCP concepts based on SCM and the PAHO/WHO Five Keys to Safer 
Food can be a simple way to demonstrate the importance of management strategies in 
restaurants.  

 

2.3 Proposed model 

 We believe that Reason's model, which is consistent with the HACCP rationale and 
the five keys to safer food from PAHO /WHO, could shed light on understanding how the 
layers of defence could be applied in food safety. In this model, the word ‘defence’ has 
been used on the basis of the SCM and not on the basis of the definition of food defence 
which represents countermeasures against intentional threats. Figure 1 shows the 
proposed theoretical model, which is inspired by the models and documents mentioned 
above. The layers act as barriers that prevent hazards from causing losses (blue arrow – 
Figure 1). Free hazard (red arrow) could potentially lead to losses or FBI due to 
inadequate latent conditions and active failures. In both cases, the hazard could be a 
microorganism. In the red arrow, the microorganism was able to breach through some 
or all of the layers and potentially cause an FBI incident. The losses could be health-
related (e.g. unwellness, hospitalisation, death), economic (e.g. fines, closure of the 
restaurant, loss of customers), and other, affecting consumers, restaurant owners, 
society,administrative controls  and the government. In the blue arrow, the 
microorganism was eliminated at the layer of environmental hygiene, e.g. by proper 
cleaning of equipment. The model was designed to prevent FBI incidents caused by 
contaminated food or beverages, by various bacteria or their toxins, viruses, and 
parasites.  
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[Figure 1] 

 

 This theoretical model is more general and has been developed to encourage 
discussion, adaptation and inspiration. Based on this model, to test hyphotesis against 
empirical data, we have developed a hyphotesis model (Figure 2) that differs slightly from 
the theoretical model. The hyphotesis model aimed to test how each layer of defence 
could affect the other. Since latent conditions can be disruptive by promoting error-prone 
conditions in the workplace, and they can also create gaps that create weaknesses in the 
environment's defence system (Reason, 2000).  

Administrative controls are the first layers of defence on both models. We believe 
that latent conditions such as an inadequate facility (H1) and inadequate training process 
(H2) can have a negative impact on all behavioural controls. In the hyphotesis model, we 
have considered the presence of a properly trained person responsible for food handling 
to be sufficient, as this is required by the Brazilian food safety regulation for food services 
(Brasil, 2004). It is well known how important training and education are to improve food 
handling (Medeiros et al., 2011).  However, the impact of trained manager can be limited 
and needs to be complemented by other administrative controls, education and a 
proactive culture (da Cunha, 2021; Zanin, Stedefeldt, da Silva, et al., 2021). An inadequate 
facility can have two negative effects on behavioural controls. The first is task-related. 
Without an adequate environment, many food safety practises are impossible or very 
difficult to implement (de Andrade et al., 2021). For example, the lack of handwashing 
facilities would impede hand hygiene practices. The second is based on the broken 
windows theory. This theory assumes that disorder precedes crime in time (Gau & Pratt, 
2010). Yiannas (2016) applies this theory to food safety and argues that working in an 
inadequate structure and without organisational support leads to inappropriate practises 
and complacency. Based on HACCP principles, latent conditions should not exist due to 
the prerequisite program (Codex Alimentarius Commission, 2020).  

Based on the HACCP concept and the third key, the last two layers of defence deal 
with controls and temperature. Adequate cooking or thermal processing is the most 
important CCP in meal production. Temperatures above 63°C (143°F) can eliminate or 
reduce a biological hazard to an acceptable level (Food Code, 2017). Also, according to 
the fourth key, temperature is necessary to keep ready-to-eat food safe to avoid or 
reduce microbiological growth during cold and heat storage (Wu et al., 2018). Food 
temperature errors are a major cause of FBI incidents worldwide (Chan & Chan, 2008; Da 
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Cunha et al., 2014; Lima et al., 2013). When temperature control fails, other behavioural 
controls can provide some protection for the consumer and minimise the hazard of a 
contaminated food. Each of the other behavioural control layers includes a set of food 
safety practises aimed at avoiding cross-contamination, unhygienic behaviours, and the 
use of unsafe food and water. Since microorganisms are very different in nature, it is 
important to emphasise that some barriers are more crucial or important for the 
defence against a particular hazard. This aspect highlights the importance of improving 
all barriers together. 

Finally, the last hypothesis is the 'cascade effect' of latent conditions and active 
errors at each layer (H3). We believe that failures at the distal levels of defence can lead 
to errors at the proximal levels that affect the whole system. For example, human errors 
that seemed remote from food production (e.g. error in menu design) can have serious 
implications on consumer’s health such as food allergies. We have chosen to organise 
behavioural controls aligned to the meal production process and CCP. This order follows 
the logical process of typical meal production within a restaurant setting i.e. receipt of 
raw materials and ingredients (safe ingredients), ensuring a clean and hygienic kitchen 
prior to starting work (environmental hygiene), safe food handling (personal and food 
hygiene) and temperature control (safe food temperature).  The active failures (holes) 
could be strung together and cause an FBI incident (red arrow – Figure 1). For example, 
food processing equipment that are not cleaned appropriately may harbour 
microorganisms and bio-film leading to cross contamination of subsequent foods. The 
listeriosis outbreak traced back to Maple Leaf Foods, Canada in 2008 demonstrated that 
despite operating a comprehensive food safety plan with its own HACCP and 
environmental testing for Listeria monocytogenes, behavioural controls play an essential 
role in the outbreak. The company detected positive Listeria monocytogenes from 
production lines every 2 – 3 weeks, but the trend was overlooked. Furthermore, the areas 
were immediately cleansed and sanitized, however the meat slicers were not deep 
cleaned allowing food residues to accumulate over time and re-contaminate subsequent 
food leading to the outbreak (Manning, et al., 2016; Weatherill Report, 2009).  This 
demonstrates the ‘cascade effect’ of the latent and active failures within each layer. 
However, it is important to note that the behavioural controls are likely to be highly 
correlated and a different layers sequence could be possible. Figure 2 shows the 
hypothesis model that will be tested with a structural equation model (SEM). In this 
model, both direct and indirect influences were considered.  

 

[Figure 2] 

 

3. Methods 
3.1 Data 

We used a dataset (secondary data) of food safety ratings from 1,536 different 
restaurant establishments in Brazil. The dataset is based on assessments conducted by 
Brazil's National Health Surveillance Agency (Agência Nacional de Vigilância Sanitária in 
Portuguese), as well as local state and city health surveillance during 2013 and 2014. The 
data includes restaurant establishments from 27 different cities, including 12 large 
centres (capitals with more than one million inhabitants) and 15 smaller cities. Kyriazos 
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(2018) recommends a minimum sample of 200 for SEM studies. However, a larger sample 
was used to increase heterogeneity and reduce sampling error  (Hair et al., 2019). Based 
on these assumptions, the sample is considered adequate.  

The food safety assessment was carried out by trained health surveillance 
auditors. The dataset was first used to assess the results of a Brazillian policy to avoid FBI 
incidents during World Cup in 2014. It used a validated 51-item checklist (Da Cunha et al., 
2014) (supplementary file). The descriptive results of this data are presented and 
discussed elsewhere (da Cunha et al., 2016). The dataset was coded as 1= for each 
error/violation and 0= for the corresponding condition. In this case, we tested the effect 
of errors on each construct. 
 The checklist items were organised into six constructs: adequate facilities (11 
indicators); safe ingredients and water (6 indicators); environmental hygiene (8 
indicators); personal and food hygiene (6 indicators); safe food temperature (15 
indicators); and control (4 indicators). Manager training was included as an observed 
variable (1 indicator). Each indicator is described by two code numbers (e.g. 1.5). This is 
the same number for each indicator in the original instrument (Da Cunha et al., 2014). 
 
3.2 Analysis 

Partial least squares structural equation modelling (PLS-SEM) was chosen to 
analyse the data and test the hypotheses. The PLS-SEM was chosen because it makes no 
distributional assumptions and is suitable for exploratory research and studies with 
secondary data (Henseler et al., 2009). It could handle constructs measured with single- 
and multi-item (e.g. number of indicators) measures (Hair et al., 2021). The bias-
corrected and accelerated bootstrap procedure with 5,000 samples was used to estimate 
the t-statistics (significance: t > 1.96) and the p-values (significance: p < 0.05) of the 
estimated loadings. The outer model (part of the model that describes the relationships 
among the constructs and their indicators) was assessed using factor loadings (> 0.40) 
and composite reliability (CR) > 0.70. CR is a measure of internal consistency in scale 
items. The heterotrait-monotrait ratio (HTMT) of correlations was used to assess 
discriminant validity (< 0.85) (Hair et al., 2016; Henseler et al., 2009); that is the average 
of the heterotrait-heteromethod correlations (i.e., the correlations of indicators across 
constructs), relative to the average of the monotrait-heteromethod correlations (i.e., the 
correlations of indicators within the same construct) (Henseler, Ringle & Sarstedt, 2015). 
Multicollinearity was assessed using the variance inflation factor (VIF) values (< 3.3). The 
inner model was assessed using the variance explanation of the constructs, effect sizes 
(f2 > 0.10), and predictive relevance (Stone-Geisser's Q2 > 0.15). Effect size (f²) was 
classified as small (f² ≥ 0.02), medium (f² ≥ 0.15), and large (f² ≥ 0.35) (Cohen, 1988). The 
inner model (part of the model that describes the relationships among the constructs) 
explanatory power of the model was measured (R²). Values of 0.26, 0.13, and 0.02 were 
considered as large, medium, and small effects, respectively (Cohen, 1988). There were 
no problems with missing data, as only complete assessments were included in the data 
set. 

The PLS-SEM was performed using SmartPLS v.3.2.8 (SmartPLS GmbH. 
Bönningstedt - Germany) (Ringle et al., 2015). 
 
4. Results 

https://www.statisticshowto.com/internal-consistency/
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 Table 1 shows each indicator of the constructs and CR. All constructs had 
adequate reliability, with a high CR (> 0.70) and factor loadings above 0.40. Some 
indicators were removed to increase reliability and validity. Personal and food hygiene 
had the highest median percentage of violations. In this case, it is the layer with the 
‘largest number of holes’. Safe ingredients and water, on the other hand, is the layer with 
the fewest violations. 
 
[Table 1] 
 

Table 2 shows the HTMT ratio of the correlations. All correlations ratios were 
adequate (< 0.85), indicating adequate discriminant validity. No collinearity problems 
were found as all VIF values were less than 2.13. 

 
[Table 2] 
 

Table 3 shows the Pearson correlation coefficient of the constructs. All constructs 
were positively correlated with weak (r < 0.20) to medium effect size (r < 0.80). 

[Table 3] 

 As for the inner model, some constructs had a predictive relevance of less than 
0.15, but none were less than 0.10, as follows: Control (Q² = 0.22); safe food temperature 
(Q² = 0.13); personal and food hygiene (Q² = 0.18); environmental hygiene (Q² = 0.21); 
safe ingredients and water (Q² = 0.10). All pathways showed a high effect size (f² > 0.10), 
except for the training variable. The observed variable training showed significant effects, 
but with low effect sizes (f² < 0.06) on all behavioural controls (H2a, H2b, H3c, and H2d). 

Hypotheses H1 (a, b, c and d), H2 (a, b and d), and H3 (a, b, c and d) were 
confirmed (figure 3). Hypothesis H2c was not confirmed. Failures in facilities led to 
failures in the behavioural controls. With small effects, lack of training also contributed 
to failures in ingredient handling, environmental hygiene and temperature control. A 
'cascade effect' was observed, where distal behavioural controls impacted proximal 
controls and system control. High explanatory power (R² > 0.26) was found for all 
dependent variables (Cohen, 1988). 

 

[Figure 3] 

 

5. Discussion 

5.1 Model discussion 

The aim of this study was to discuss the use of multiple layers of defence to 
prevent FBI in restaurants. Our hypotheses are that administrative layers (facilities and 
manager training) could influence all other behavioural controls. We also hypothesise a 
'cascade effect' of errors where distal layers could impact proximal layers. The 
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hypotheses were confirmed and the Swiss Cheese Food Safety Model is proposed as a 
new perspective for food safety. One of the main criticisms of the SCM is its simplicity. 
Some authors consider the model too general and not sufficiently specified (Larouzee & 
Le Coze, 2020). However, we see a great opportunity in the SCM to highlight the 
importance of organisational culture, staff engagement and appropriate facilities, and 
their interdependence to improve food safety. As with the five keys to safer food, a simple 
and straightforward message can be an excellent tool for risk communication. Fontannaz-
Aujoulata, Frostb and Schlundt (2019) report that the Five Keys communication strategy 
is characterised by evidence-based, clear and simple messages that link core messages 
to specific instructions and are easy to understand. Food handlers and managers are 
often optimistic about food-related hazards (da Cunha et al., 2015). A clear and 
transparent system where responsibilities are shared is therefore very useful, as the 
public prefers a clear message regarding risks and related uncertainties (Frewer, 2004). 

In this study, we observed how failures in the facilities affected all active failures 
in behavioural controls. Considering that the physical structure in food establishments is 
often inadequate (de Andrade et al., 2020; Zanetta et al., 2022), its improvement is 
extremely important for an efficient control system and consequently for the reduction 
of FBI. An adequate facility is able to influence food safety practises (de Andrade et al., 
2021) by providing greater support for activities relevant to a food service (Ahuja, 2017; 
Faille et al., 2018). For example, proper facilities to avoid cross-contamination through 
the presence of sinks in strategic locations, the presence of appropriate places for 
hygiene of food handlers, and proper work surfaces for each type of preparation (raw 
and cooked). Mihalache et al. (2022)  found that sink placement in kitchen is correlated 
with observed cross contamination events. The lack of or poor accessibility to 
handwashing facilities led to lower hand hygiene practices.  Therefore, it is considered as 
one of the first layers of defence. The food handlers uses shortcuts to make their work 
easier (da Cunha, 2021). Shortcuts are less safe but quicker practises such as not washing 
hands prior to putting on new gloves or after handling unsanitary objects or body parts 
(Soon, 2019). In an inadequate structure, these shortcuts may be more frequent. Also, in 
a previous study, the positive effect of physical structure on food safety climate has 
already been observed (de Andrade et al., 2021). The authors discuss this effect as a 
driver of positive attitudes and behaviours aligned to the broken windows theory.  

Training had an effect on behavioural control, but with a weak effect size. This 
result was expected for two reasons. First, the checklist used does not describe denser 
educational processes, but only whether the manager is trained in food safety, as 
required by Brazilian legislation (Brasil, 2004). Secondly, the limitations of training to 
change practise are well known (da Cunha, 2021). Although studies found an increase in 
food safety knowledge after training, this does not translate into behaviour change 
(Harris et al., 2017; Reynolds & Dolasinski, 2019). Hence, it would be important to 
evaluate in future studies the impact of the constructs that make up a continuous 
education system.  
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The lack of administrative controls can trigger demotivation and food handlers 
wonder "If they (managers) do not care about the restaurant, why should I?" This was 
evidenced by Harris et al. (2017) and Pivarnik et al. (2013) who found that employees 
were more motivated if managers listen to their issues and food safety culture is an 
organisational priority. Thus, failure in administrative controls (inadequate facilities and 
education) could lead to a cascade effect of demotivating appropriate food safety 
behaviour.  Active errors in the beginning of food production can align with errors in other 
layers of defence, increasing risk or setting the stage for new active failures to occur. With 
appropriate latent and behavioural controls, each layer is a form of defence, reducing the 
risk of FBI. The first behavioural control is the 'layer of safe ingredients'. One 
contaminated and unsafe ingredient can put the whole chain at risk (World Health 
Organization, 2006). Thermal processes and disinfection of raw materials can reduce the 
number of microorganisms to safe levels (Jay et al., 2005). However, these procedures 
are not sufficient to control some toxins, sporulating microorganisms and food with high 
numbers of microorganisms (Jay et al., 2005). A similar effect occurs with environmental 
hygiene. A safe ingredient or ready-to-eat food can be contaminated by cross-
contamination, as shown in the example of Maple Leaf Foods above. Cross-
contamination is a recurrent active failure (Carrasco et al., 2012), with Salmonella 
Enteritidis and Campylobacter jejuni organisms generally associated with FBI incidents 
(McCabe-Sellers & Beattie, 2004; Medus et al., 2006). 

Environmental hygiene failures have implications for the third behavioural 
control, personal hygiene and food hygiene. Poor personal hygiene is associated with the 
presence of many microorganisms on food, e.g. viruses from the Calciviridae family such 
as norovirus and Staphylococcus aureus. People who handle food can carry such viruses 
and contaminate suitable ingredients and ready-to-eat food through faecal-oral route 
(Moe, 2009). On the other hand, Staphylococcus aureus is one of the leading cause of 
food poisoning due to inadequate food handling and storage temperature (Soares et al., 
2012). It is important to emphasise the importance of food hygiene and appropriate 
storage temperature, since there is no ‘killing step’ or CCP applied to salads and many 
ready-to-eat raw or minimally processed food products (Codex Alimentarius Commission, 
2020). Finally, environmental hygiene also affects the safe temperature of food. Improper 
temperature is mainly associated with the leading cause of FBI (Da Cunha et al., 2014; 
McCabe-Sellers & Beattie, 2004). Clostridium perfringens, Bacillus cereus and Salmonella 
Enteritidis are organisms often associated with temperature abuse (McCabe-Sellers & 
Beattie, 2004; Medus et al., 2006). The latter is the main cause of FBI in Brazil (Finger et 
al., 2019) mainly due to undercooked poultry and egg products (Carneiro et al., 2015; 
Gomes et al., 2013). The risk of salmonellosis is even higher in the warmer months of the 
year (Boore et al., 2015). So, in addition to the correct temperature, it is also important 
to highlight the importance of maintaining the temperature after cooking (Food Code, 
2017). In this sense, controls and systems that support management are necessary. 
Controls help to identify active errors and are also a motivator for appropriate practises. 

Finally, the five keys to safer food were included in the model because they 
address the most important causal factors for FBI incidents (World Health Organization, 



12 
 

2006). Although they do not address risk and causality, the five keys are barriers at 
different stages of food processing. In SCM, the keys have been aligned as sequential 
barriers that provide defences and prevent errors from lining up and leading to losses. 
Layers with the highest number of holes should be carefully addressed, in our case 
'personal and food hygiene'. Anecdotally, we can also say that the largest holes are the 
errors related to the five keys to safer food, as they address important aspects related to 
FBI incidents. This symbolism can be used to communicate to consumers and managers 
that a safety system is easier to understand. Therefore, SCM applied to food safety is a 
new way to show and discuss the relationship between hazards, risks, active failures and 
latent conditions. 

 

5.2 Limitations and future research 

The study has some limitations. First, it is acknowledged that it is difficult to design 
empirical studies in the context of SCM. Active errors and latent conditions can be distant 
in time and space from an incident, making it difficult to characterise them (Reason, 
1997). Therefore, we decided to combine the original model with HACCP and the five 
keys for safer food. To simulate a cascade effect through SEM, behavioural controls were 
aligned to the meal production process and the CCP. Similar to HACCP, the SCM model is 
specific for each meal and handling process by a restaurant since different raw materials, 
ingredients and tasks pose different hazards. Although failures in latent and behavioural 
controls may increase the risk of FBI, it can be difficult to characterise or identify the root 
causes of human errors. This may potentially limit the empirical nature of the study. 
However, this could be mitigated with root cause analyses and investigation of FBI in 
depth from a qualitative perspective (Soon et al., 2020).  

The database used assessed only one aspect of training, i.e., the presence of a 
manager trained in food safety. Understanding the role of denser educational actions as 
a layer of protection is necessary to better discuss the latent conditions promoted by its 
absence. 

Different order of defence layers could be tested for different types of food. For 
future research, theoretical studies that evaluate the production chain of different foods, 
in the light of the model, can be interesting. Nevertheless, it is important to assess the 
public perception of food safety specialists, professionals and restaurant managers in 
terms of understanding and practicability of the model. 

We believe that the model can be generalised to different countries and cultures 
because of the use of internationally accepted principles and models. Therefore, the 
SCM, applied to food safety, can be used as a theoretical basis for understanding failures 
and layers of defence for FBI incidents, foucusing on biological hazards. We hope that the 
model can be used to develop tools, self-assessments instruments, education and 
communication strategies. 
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6. Conclusion 

The use of multiple layers of defence for food safety was presented. It could be 
seen that SCM, enhanced by HACCP and the five keys for safer food, can be used for food 
safety management and education. As hypothesized, inadequate facility and education 
(administrative controls) could lead to negative latent conditions that affect all 
behavioural controls. Active failures in the distal defence layers of behavioural control 
could affect the proximal layers and lead to a cascade effect. It was discussed how latent 
conditions and active errors could be strung together and cause an FBI incident. All these 
aspects underline the importance of improving all layers of food safety defences. 
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Swiss cheese slices are layers of defence; holes are active failures or latent conditions; the red arrow is a 
free hazard; the blue arrow is a hazard blocked by controls; FSMS = Food safety Management Systems. 
Source: Authors. 

Figure 1 – The proposed model (Swiss Cheese Model of food safety incidents) inspired 
by SCM, HACCP, and PAHO/WHO five keys to safer food. 
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Ellipses are constructs; Rectangle is an observed variable 
Figure 2 – The hypothesis model  
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*p<0.001; **p<0.01; n.s. = non-significant. 
Figure 3 – Final inner model 
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Table 1 – Indicators and composite reliability of each construct 

Constructs Indicators (code number) 
Removed 
indicators 

CR 
Median 

percentage of 
violations 

Adequate facilities 
1.1, 1.4, 1.5, 1.6, 1.7, 2.1, 2.2, 4.3, 

7.1 
1.2, 1.3 0.811 24.4 

Trained manager 9.1 None - 54.9 
Safe ingredients and water 6.1, 6.2, 6.3, 6.4, 6.6, 6.7 None 0.788 13.9 
Environmental hygiene 3.1, 3.2, 3.3, 3.4, 3.6, 4.1, 4.2 3.5 0.845 27.0 
Personal and food hygiene 5.1, 5.2, 5.3, 7.11, 7.2, 8.3 None 0.804 65.0 

Safe food temperature 7.10, 7.12, 7.3, 7.4, 7.5, 7.6, 7.7, 
7.8, 7.9, 8.2, 8.4, 8.5, 8.6, 8.9 

8.8 0.883 33.5 

Control 6.5, 8.1, 8.7, 9.2 None 0.841 25.5 

CR = Composite reliability. 
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Table 2 – Discriminant validity - Hetero-trait mono-trait ratio of correlations. 
Constructs (1) (2) (3) (4) (5) (6) 

Environmental hygiene (1) -        
Adequate facilities (2) 0.747      

Safe ingredients and water (3) 0.778 0.601     

Personal and food hygiene (4) 0.812 0.697 0.740    

Safe food temperature (5) 0.722 0.582 0.788 0.697   

Trained manager (6) 0.355 0.335 0.341 0.309 0.383  

Control (7) 0.698 0.626 0.745 0.658 0.745 0.452 
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Table 3 – Pearson’s correlation coefficient of the constructs 
Constructs (1) (2) (3) (4) (5) (6) (7) 

Environmental hygiene (1) 1.000       

Adequate facilities (2) 0.614 1.000      

Safe ingredients and water (3) 0.572 0.487 1.000     

Personal and food hygiene (4) 0.615 0.592 0.526 1.000    

Safe food temperature (5) 0.593 0.522 0.627 0.557 1.000   

Trained manager (6)* 0.307 0.314 0.300 0.260 0.366 1.000  

Control (7) 0.541 0.519 0.550 0.499 0.626 0.392 1.000 

All with p < 0.001; *Correlations with training were made through bi-serial correlation. 

 

 


