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Investigating Players’ Perceptions of Deceptive Design
Practices within a 3D Gameplay Context
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Deceptive design practices have been identi�ed and studied in games but, to date, there have been no substantial

explorations of deceptive design practices within 3D environments typically found in PC games. These o�er a

new set of a�ordances for interacting with the player, and game developers may be able to utilize these in

order to shape gameplay experiences. The goal of this work was to explore users’ perceptions of deceptive

design present in a popular free-to-play 3D game. A survey was carried out with 259 adult respondents

identifying and explaining instances of deceptive design within video clips of gameplay from a popular

Roblox game. Thematic analysis of the responses revealed six new categories of deceptive design pattern

within a 3D gameplay context: Predatory Monetization, Default to Purchase, UI Misdirection, Emotional

Interpersonal Persuasion, Physical Placement, and Narrative Obligation. Through our work we hope

to highlight the use of deceptive design both within current 3D games and future 3D gaming environments.

This work is particularly important as 3D and VR gaming grow in popularity alongside game publishers

increasingly moving towards “freemium” monetization models for income.

CCS Concepts: • Human-centered computing → User interface design; • Applied computing →

Computer games.
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patterns
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1 INTRODUCTION

In December 2022 Epic Games agreed to refund a record-breaking $245 million to customers after
the US Federal Trade Commission (FTC) ruled that the company had employed “myriad design
tricks” in the popular game Fortnite [25]. This case highlighted not only the substantial amounts
of money generated by this practice but also the growing prevalence of deceptive design in 3D
games. The FTC’s ruling identi�ed the design tricks as “dark patterns”; however, the current paper
follows ACM guidelines [1] and uses the terminology deceptive patterns. These are a type of design
pattern (a re-usable solution to a problem) focused on “purposeful deception and manipulation”
of users [8]. Common examples include the “roach motel” (an interface that makes it easy to
purchase a subscription but di�cult to cancel) and “preselection” (using a default selection to
in�uence choice). Deceptive patterns have long been associated with ecommerce [49], social
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networking [50], privacy consent mechanisms [33], and with mobile & social media games [23]. In
addition to deceptive patterns, published research has highlighted other manipulative techniques
for generating revenue in video games: loot boxes (purchasable packs of random in-game items) [66],
grind (repetitive gameplay to earn in-game rewards) [45, 63], and use ofmultiple currencies (in-game
currency that obscures the real cost of items) [45, 57]. These techniques are described as predatory
monetization [42].

Deceptive design is an umbrella term for design involving deceptive patterns or predatory mone-
tization. This �eld is increasingly subject to regulation: the UK’s Age-Appropriate Design Code
(which applies to websites, online games, and gaming services) states that “nudge techniques should
not be used to encourage children to provide unnecessary personal data, weaken or turn o� their
privacy settings” [36]. A similar act introduced by the State of California in the US requires that
businesses shall not use deceptive patterns “to lead or encourage” children beyond reasonable ac-
tions a�ecting privacy, health or well-being [60]. However, despite attempts at regulation, deceptive
design strategies are still “not adequately covered by existing law” [57].
Freemium games are a particular concern: the term describes games that are free-to-play but

generate revenue from in-game purchases or from showing advertisements. These games frequently
include deceptive design, with many developers accused of “misleading, aggressive” [57] and “unfair
or exploitative” [41] practices. Historically, the main market for freemium games has been mobile
devices (phones and tablets) [23] in the form of lightweight, short-play games using 2D or 2.5D.
However, in recent years, there has been a signi�cant rise in the number of freemium games set in
3D environments, which introduces potential for new deceptive design practices taking advantage
of the a�ordances o�ered by 3D, especially when experienced within Virtual Reality (VR) gameplay.
To date, studies of game monetization have focused predominantly on freemium mobile games or
on problem gambling linked to loot boxes on PC or console; there is a gap in knowledge relating to
deceptive design in 3D, and this study aims to contribute to this area.

Within this paper we sought to gain insights into players’ perception of deceptive design in 3D
games, through the following research questions:

(1) To what extent can players detect deceptive design elements in 3D games?
(2) How do players perceive the role of deceptive design elements in the monetization process?

A survey was created in which volunteer participants were asked to view short video clips taken
from a popular 3D game. These participants were given a plain-English de�nition of deceptive
design and were asked to subjectively identify whether they thought each clip contained deceptive
design, giving a reason for their answer. 259 complete responses were analyzed, identifying 26
elements of deceptive design which were grouped into 6 core themes. Three of these themes
re�ected existing categories of deceptive pattern or predatory monetization found in literature;
however, the remaining three themes comprised many elements that did not fall within existing
taxonomies — including several elements that were particular to, or enhanced by, the 3D nature of
the environment.

Importantly, these elements have been identi�ed within a prominent commercial game. There is
potential for them to be found in other 3D games and in other 3D contexts, such as the 3D worlds
within VR gameplay. VR games have historically been monetized through up-front payment, but
the success of portable, relatively low-cost systems like the Meta Quest is likely to promote a
growing market for freemium VR games, further expanding the potential for 3D-speci�c deceptive
design.
The main contribution of this paper is six new categories of deceptive design pattern within a

3D gameplay context classed as problematic by a sample of active game players. The secondary
contribution is a set of implications for understanding and studying deceptive design patterns
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within a 3D gameplay that highlight areas for future work. These contributions are relevant to the
gaming community, to HCI researchers, to game developers, and to legislators.

2 BACKGROUND

2.1 Deceptive Pa�erns

Deceptive patterns, also known as “dark patterns”, originated through Harry Brignull’s description
of manipulative design elements found in ecommerce websites [7]. There is disagreement over a
precise de�nition for the term, but core factors are an action on the part of the designer to mislead
or deceive [29, 49] and an end goal that is not in the user’s best interest [7, 29, 65]. Lewis [45]
describes the latter in more detail, stating that motivational deceptive patterns violate the user’s best
interest “by encouraging them to give up or jeopardize some resource to an extent that they were
not expecting (time, money, social capital).” Brignull classi�ed deceptive patterns by reference to
practical examples; these were reorganized and expanded by Gray et al. [29] into a taxonomy with
�ve major categories. Later studies used this classi�cation system to analyze deceptive patterns,
including Mathur et al. [49], which cross-referenced deceptive patterns with the cognitive biases
they exploit.

Prior to Gray et al.’s ecommerce-based taxonomy, Zagal et al. [65] created a classi�cation system
for deceptive patterns in games that had an overlapping — but divergent — set of categories.
The Zagal et al. taxonomy has been cited in over 100 other papers and forms the basis of the
darkpattern.games website [54], which contains a crowd-sourced corpus of deceptive pattern
examples found in approximately 20,000 mobile games. The Zagal et al. taxonomy has been
criticized: Deterding et al. [16] found the classi�cation subjective, re�ecting historic PC & console
game players’ bias against the di�erent form & aesthetic exhibited by freemium casual & social
network games.
Within a gaming context, Di Geronimo et al. [17] investigated user perception of deceptive

patterns in 3 mobile apps and 2 mobile games (Tag with Ryan and Roblox), using Gray et al.’s
taxonomy but found that “certain adaptations were necessary” where instances in the mobile games
were not explicitly included in the taxonomy. By contrast, Fitton and Read’s Framework to Support
Critical Consideration of Dark Design Aspects in Free-to-Play Apps [24] focused on the Zagal et al.
taxonomy in preference to the ecommerce-based taxonomy, noting that “The work by Zagal et al. is
not mentioned in [the more recent] Gray et al.” Karlsen [40] also used the Zagal et al. taxonomy to
look at deceptive patterns in Clicker Heroes, FarmVille2, and “World of Warcraft: Legion”, �nding
that these games relied extensively on a grinding-and-reward system and the “play by appointment”
pattern. With reference to Deterding’s comment above, it is evident that the majority of the games
used in these studies are mobile or web-based games with 2D interfaces.
To date, the majority of academic papers on deceptive patterns focus on examples from ecom-

merce or social media, with only limited investigation of deceptive patterns in video games; where
games have been included in studies, the examples are primarily those with 2D interfaces. The
role of loot boxes in 3D games is well-researched [13, 66]; however, there is a clear gap in study
of general deceptive design in games with 3D environments, primarily found on PC & console
platforms.

2.2 Game Monetization and the Rise of “Freemium”

Video game business models have changed signi�cantly in the last 30 years. Originally, publisher
income for PC and console games came from up-front purchases through retail sales [63]. How-
ever, as users moved online, digital distribution began to supplant this, and alternative revenue
models appeared: publishers found they could generate more regular revenue by selling additional

Proc. ACM Hum.-Comput. Interact., Vol. 7, No. CHI PLAY, Article 407. Publication date: November 2023.



407:4 John King, Dan Fi�on, and Brendan Cassidy

downloadable content (DLC) or by following a subscription model (most commonly for massively
multiplayer games) [23]. Free-to-play games started to appear, earning income through in-game
third-party advertising which took the form of banners (appearing at the edges of the display
screen) or interstitial videos between game levels [34].
The rise of mobile gaming (and web-based social network games) corresponded with a shift

toward microtransaction payments, permitting more frequent, smaller payments. This gave rise
to the freemium model, where games are o�ered free-to-play, but revenue is generated by sale of
additional in-game features or advantages [57]. This has since become one of the major pillars of
game monetization: in a 2020 survey of 4,000 developers worldwide, 43% said they were using the
freemiummodel [12]. It has also proved to be highly lucrative: Candy Crush Saga earned $1.19 billion
in 2020 [14], despite its developer’s claim that 70% of players completing the game “have never
made a currency payment” [59]. The freemium model opens up the possibility of deliberate design
choices in order to maximize revenue; developers typically explore player behavior in detail and
then correspondingly optimize gameplay to encourage repeated or continuous spending from those
who choose to spend in-game [43]. Numerous studies have described the motivations driving user
engagement with in-game purchasing [3, 32, 38, 39] and designers can potentially exploit these
motivations to increase game pro�ts. The industry uses a variety of key performance indicators to
measure success, including metrics such as DAU/MAU (daily/monthly active users), ARPU/ARPPU
(average revenue per user, or per paying user), Retention Rate (how many customers return after
their �rst visit), and LTV (lifetime value, based on estimated duration of interest in the game) [23]. In
addition, those players who have excessively high spending are identi�ed as “whales”, and their in-
game behavior can be of interest because they may represent a disproportionately large proportion
of overall game revenue [58]. Many freemium game publishers monitor metrics continuously and
use A/B testing to test the e�ect of minor changes to game elements, retaining those that maximize
revenue [23]. The use of data in this way allows companies to take a more strategic and long-term
approach to customer purchasing behavior.

The term predatorymonetization describes “purchasing systems that disguise or withhold the long-
term cost of the activity until players are already �nancially and psychologically committed” [42].
One of the most prominent examples of this is the loot box: a reward system where players purchase
a package containing a random selection of virtual items. (The “gacha mechanic”, named after
Japanese Gashapon toy vending machines, o�ers a system similar to loot boxes; hence, the terms
“loot box” and “gacha” are often used interchangeably.) By varying the probability of items appearing,
the designer may encourage players to spend repeatedly in order to gain desired items. As a result,
loot boxes have been linked with problem gambling [66] and have been subject to numerous
academic studies. Petrovskaya and Zendle [57] identify further cost issues including locking parts
of the game behind a paywall, diminishing functionality (without additional purchases), grinding,
and — most commonly — the use of multiple currencies to disguise the real-money price of items.
Within their broader description of problematic monetization, Petrovskaya and Zendle also include
deceptive user interface (UI) patterns that are designed to manipulate users into transactions that
they did not intend.

2.3 Deceptive Design Opportunities in a 3D Environment

3D games that re�ect conventions of the “real” world and use human-like player avatars provide
opportunities for deceptive design. Greenberg et al. [30] described examples of deceptive patterns
in proxemic interactions, illustrating ways that a “knowledge of proxemics may (and likely will)
be easily exploited to the detriment of the user.” The term “proxemics” was coined by Edward
Hall, who emphasized the idea that the proximity between an individual and other people a�ects
that individual’s behavior and relationship with those people; Hall described di�erences between
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intimate, personal, social, and public space [31]. In particular, Hall de�ned intimate & personal
space as a region where individuals exhibit heightened attention. This presents opportunities for
deceptive design in a 3D environment: the use of physical position to encourage (or discourage)
user interaction, and an increased in�uence through interpersonal persuasion.
One of Greenberg’s patterns, the “milk factor” [30], was based on the way that supermarkets

may place frequently purchased items in a distant position to force shoppers to walk through more
aisles, increasing the likelihood of seeing promoted items and making impulse purchases. Similar
patterns are employed by retail stores to encourage a desired behavior from shoppers, including
store route layout (forced-path, grid, and free-form) [19] and transition zones [62]. This has the
potential to be mirrored in 3D game environments at social & public space scales, using distance
and barriers to encourage desired interactions with speci�c game objects. A retail adage states:
“eye-level is buy level”; the positioning of objects on shelves has a signi�cant impact on sales �gures.
This stems from the Eastman Kodak “standard rule”, which identi�ed a preferred viewing angle
from horizontal to 15 degrees below [18]. This has the potential to be mirrored in �rst-person 3D
games at a personal space scale, placing desired interactions within eye-level (and less-desired
interactions outside a comfortable viewing angle).

First-person and third-person 3D viewpoints o�er a greater level of spatial immersion than those
found in 2D or isometric games. As noted by Hall, interpersonal interactions within intimate or
personal space fall within a “limit of domination” [31]. In a 3D game, a character may increase
the intensity of dialogue by looking the player in-the-eye during a conversation; within VR, this
e�ect would be compounded due to a greater emotional engagement [21]. Designers have agency
to carefully craft the actions of Non-Playing Characters (NPCs), utilizing the persuasive and
compliance-gaining methods traditionally associated with con�dence tricksters or cybersecurity
social engineering, creating a form of manipulative interaction pattern.

Miller et al. [51] outlined a set of strategies for gaining compliance in an interpersonal situation,
including:

• Liking — getting the target in a “good frame of mind” before a request.

• Self-Feeling — infer the target will feel better for compliance (or worse for non-compliance).

• Altercasting — infer that a “good” person would comply (or “bad” would not). Altercasting can
be made more successful by closer proximity (to the persuader), having multiple persuaders,
emphasizing emotional aspects, inferring common goals, and by narrowing the range of
options [64].

• Altruism — “do this for me.”

Cialdini [11] proposed 6 tendencies displayed by people, particularly when they are cognitively
overloaded. These are often cited as a basis for social engineering in cybersecurity [44, 52].

• Reciprocation — social obligation to repay gifts and favors in kind.

• Consistency — people feel the need to keep commitments or promises.

• Social validation — desire to keep in line with what others are doing

• Liking — compliance with requests from likeable individuals (see Miller et al., above).

• Authority — compliance with �gures of authority.

• Scarcity — more likely to comply if there is time pressure or a fear-of-missing-out (FOMO).

These strategies and tendencies could be employed by designers within NPC interactions in 3D
environments to increase the likelihood of players complying with requests or suggestions. (As
noted in section 3.1, instances of both interpersonal persuasion and physical positioning were
found in the Roblox game “Adopt Me!”).
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3 METHODS

To answer the research questions a mixed-methods approach was taken, combining di�erent aspects
from prior studies that have explored user perception of deceptive patterns. This took the form of a
survey in which participants were shown examples from 3D games and asked to identify whether
each contained deceptive design (based on a simple de�nition), why they thought this, and what
they believed the designer’s intent to be. Answers were subjected to inductive thematic analysis.

3.1 Survey Design

The survey follows a format established by Di Geronimo et al. [17] for exploring deceptive patterns
inmobile applications, which used short video clips to present the patterns to participants. Candidate
games were selected from a list of popular freemium 3D games. This began by obtaining a market
report ranking the Monthly Average Users (MAU) of PC games [53], which was �ltered to remove
non-freemium entries. The remaining titles fell predominantly into two genres: shooting games —
First Person Shooter (FPS) or Battle Royale — and role-playing games — solo (RPG) or multi-player
online (MMORPG). The most popular game of each respective genre was selected as a candidate for
further investigation: “Fortnite: Battle Royale” and Roblox “Adopt Me!” The primary investigator
followed a systematic process to identify monetization events and potential points of interest
relating to interpersonal interaction or physical positioning. For each candidate game, the process
comprised three stages: a two-hour free-play of the game; 30 minutes spent viewing third-party
gameplay videos (working sequentially through YouTube’s top-ranked results); and examination of
a variety of player-authored materials [10, 15, 37, 54, 55] yielded through search engine results for
the game title accompanied by keywords associated with monetization or deceptive design.
The majority of Fortnite’s monetization events take place in the lobby (2D storefront) between

game rounds. The only monetization events found within Fortnite’s 3D gameplay were in-game
purchases of “exotic weapons” from an NPC; however, these were proximity-based, and NPC
dialogue appeared irrelevant to the purchase activity. By contrast, “Adopt Me!” contained frequent
monetization events taking place within the 3D world. Potential points of interest included player
interactions with NPCs: the game contains more than 50 NPCs [2], of which nine engage the player
through dialogue containing direct references to a purchasable item. Another potential point of
interest was a vehicle showroom containing items of descending price, arranged at increasing
distances from the entrance. Due to its richer set of points of interest, “Adopt Me!” was selected as
the source for video clips.
A further systematic selection process was carried out to select suitable video clips. For each

of the nine NPCs with purchase-related dialogue, a tally was recorded indicating the number
of matches with Miller’s strategies. The NPCs were ranked accordingly: NPCs with the highest
number of matches were classed as examples of strong interpersonal interaction. Likewise, those
with median and lowest number of matches were classed, respectively, as examples of medium
and weak interpersonal interaction. Finally, the vehicle showroom was selected as an example of
physical positioning.

For each of the choices, example gameplay showing the relevant interaction was recorded using
screen capture software, and edited to a length of approximately one minute:

• Clip A, demonstrating strong interpersonal persuasion. This shows interaction with “Doug”
(Figure 1), an NPC with comical half-man/half-dog appearance who talks in the third person.
Doug states that he will be “sad [and ...] upset if you don’t buy an egg.” The clip re�ects
Miller et al.’s compliance-gaining strategies of “self-feeling” (inference that the target will feel
worse for non-compliance) and “liking” (getting the target in a good frame of mind before
the request) [51].
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Fig. 1. Doug. Fig. 2. Justin. Fig. 3. Vehicle Dealership. Fig. 4. Sir Woofington.

• Clip B, acting as an experimental control, shows “Justin” (Figure 2): a plain-looking NPC. This
is the weakest-ranked NPC, edited to ensure that the character delivers factual information
only, with a neutral facial expression. Justin makes no attempt at compliance-gaining.

• Clip C, demonstrating physical positioning. This shows the Vehicle Dealership (Figure 3): a
shop with expensive items placed close to the entrance and cheaper items further away. The
clip also contains an introduction from “Rich”, a well-dressed salesperson who states: “You
probably can’t a�ord anything in here.”

• Clip D, demonstrating a medium level of interpersonal persuasion, shows interaction with
“Sir Woo�ngton” (Figure 4), a talking dog NPC with a monocle and top hat. The clip re�ects
Miller’s “liking” strategy (as per clip A).

Following an introduction and informed consent stage, the �rst survey section contained ques-
tions gathering background data on gaming experience: participant’s age (selecting from 10-year
ranges); genre or types of games regularly played, and any speci�c titles played in the last month;
regularity of play; whether they have interacted with game monetization and, if so, how regularly,
and how much spent in the last month. This was followed by a brief primer introducing the context
of the clips and describing the in-game currency system. The remaining sections in the survey
presented video clips A, B, C, & D, ordered using a Latin square. Each section began with a statement,
“The following video clip may (or may not) include an example of ‘Dark Design’,” followed by a
set de�nition of the term. The term “Dark Design” was chosen because the authors felt it would
be most easily understood by participants (compared with di�ering interpretations of “deceptive
design”) and re�ected historical terminology in the practitioner community. A comparison of
existing de�nitions by Brignull [6, 7], Gray et al. [29], and Zagal et al. [65] had identi�ed two
key components: intentional manipulation of the player, and an outcome bene�cial to the game
publisher. These were combined into a working de�nition used in the study:

Dark Design is where the creators of the game are trying to in�uence what the player
does, to try to make money from the player through their action.

After watching each clip, participants were asked questions in the structure established by
Di Geronimo et al. [17]: could they spot any “malicious design” in the video and, if the answer
was “yes”, the participant was asked to explain their reasoning. For this survey, the �rst question
was phrased, “Do you think there was ‘Dark Design’ in that clip?” and the second question as,
“Why do you think the clip contains ‘Dark Design’?” The anonymous survey was delivered through
Qualtrics and concluded with a debrief, reminding participants that they may withdraw consent at
any point within a de�ned period by use of a supplied link. A full copy of the survey used, including
all questions, is available at: https://jking11.github.io/deceptive-design-3d-survey.pdf
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3.2 Survey Distribution

The target group for the survey was adults aged 18+, preferably with experience of PC games with
3D environments. Participants were recruited through the Reddit social media platform. Reddit’s
categorized structure and large user base made it ideal for reaching the target group. Initially, 12
di�erent subreddit communities devoted to gaming were identi�ed as suitable; however, a number
of these had very strict rules and would not allow posting of academic surveys. After identifying
eligible subreddits from this group, recruitment advertisements were posted on r/truegaming,
r/AskGames, and r/SampleSize, (in compliance with the respective community survey solicitation
rules), linking directly to the survey. Statistical data indicated that nearly half of all Reddit users
are based in the US, so survey posts were timed to match peak activity periods for a US audience.
Responses were gathered over a 4-week period.

3.3 Summary of Survey Responses

In total there were 506 responses to the survey, including 259 respondents who completed the
survey fully (a 51.2% complete response rate) — responses containing answers in all �ve sections
were deemed to be valid. Those with no completed answers (n=93) or any section omitted (n=151)
were removed from the dataset, as were the handful of respondents (n=3) who completed the survey
but withdrew consent within the de�ned period. Out of 259 valid responses, the age distribution
was as follows: 18-24 (n=72), 25-34 (n=135), 35-44 (n=41), 45-54 (n=9), 55-64 (n=2), and none aged
65 or over. The proportion of participants aged 25-34 is far greater than anticipated (in comparison
with UKIE [61] and ESA [20] demographic data); however, this is likely a result of using Reddit as a
crowdsourcing platform: a recent study of r/SampleSize [47] indicated that 91% of that subreddit’s
users were aged 18-34 years old. Therefore, the study’s results must be considered in the context
of the sample group and may not be generalizable to a wider population. 95.8% of respondents
indicated that they play games “most days” (n=207) or “a few times per week” (n=41); this is a little
higher than suggested by comparable ESA demographic data, which states that between 71-84%
of gamers play 3+ hours per week. Most indicated that they played multiplayer games with (or
against) friends (n=234).

With regard to monetization, 88.8% (n=230) stated that they had purchased in-game items. These
respondents were asked further questions about their in-game spending within the preceding
month: 47.5% (n=123) had not made a purchase; 40.5% had purchased either “once” (n=59) or “a few
times” (n=46); and 0.8% on a weekly (n=1) or daily (n=1) basis. A breakdown of spending estimates
revealed that those who spent more regularly tended to spend more in total per month.

3.4 Data Analysis

Of the 259 respondents, 93% (n=242) felt that clip A (stronger interpersonal persuasion) contained
deceptive design. Results for clips C (physical positioning) and D (weaker interpersonal persuasion)
were also high, with 86% (n=223) and 83% (n=214) respectively. Clip B (control) scored lowest, with
26% (n=66) �nding deceptive design. Of those, 22 stated that presence of multiple currencies was
their reason for this; a further six indicated that in-game item purchases were too easy to make
(despite the clip showing only a very minimal transaction for food, easily earned with a single
in-game task). There was no otherwise clear pattern here, suggesting a possible con�rmation bias
from knowing that one-or-more clips would contain deceptive design. Across non-control clips (A,
C, & D), an average 7.5% (n=17, n=18, n=17) commented that the bulk-buy currency packs presented
in the in-game currency storefront were arranged in increments that forced players to buy more
currency than actually needed. For the same clips, 5% (n=6, n=12, n=14) noted that the discount
available for larger purchases of the currency packs would also encourage players to spend more
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than they may have initially intended. A very small proportion (n=2) mentioned both observations
for the same clip.

Whenever a participant identi�ed a video clip as containing deceptive design they were prompted
to explain (in their own words) why they made this decision. Replies were collected and analyzed
following the phased method outlined by Braun and Clarke [5]: familiarization with data; documen-
tation of patterns to produce initial codes; combination of codes into overarching themes; review
of themes; de�ning and naming themes. This approach has been used in prior investigations of
end-user perception of deceptive patterns [28, 48].

The research team began by familiarizing themselves with the data and looked for patterns with
reference to the research questions. Participants’ responses ranged from a few words to multiple
sentences, with an average length of 93 characters. In cases where participants gave multiple
reasons for their decision, these answers would be assigned more than one code. Next, patterns
were identi�ed in the data such as certain phrases and words appearing repeatedly (“real money”,
“emotional manipulation”, “prove [the NPC] wrong”, “guilt”, “currencies”, “random”, “premium”,
and “rare”). One member of the team carried out a �rst pass to generate a list of labels, which
were optimized into initial codes, and a second pass to process and document the response data,
tallying instances of these codes using a spreadsheet. The research team then met to check through
each code in turn, examining a sample of the data in each to verify the accuracy of the coding. In
the next phase, members of the research team used card-sorting to combine codes into thematic
groups using printed cards (one for each code). This was an iterative process which developed as
the codes were discussed in relation to the research questions. The themes identi�ed were now
reviewed by the team and arranged as a codebook (see Table 1). During this process, it was noted
that the code “Item price shown only after NPC interaction” had resulted from a small number
of participants (n=6) stating that the item price had been withheld prior to purchase. However,
upon review, this impression is purely a result of the way the clip was recorded: in free gameplay
the player may view the price at any time, but in clips B–D this did not occur until after the NPC
interaction. Therefore, this code was rejected and removed from the codebook. The next phase,
naming and de�nition of themes, is provided in the following section. Each of the themes describes
a new category of deceptive design in the context of 3D gameplay.

4 RESULTS

The following section presents the six new categories of deceptive design in the context of 3D
gameplay identi�ed through thematic analysis of survey responses.

Predatory Monetization. This theme describes aspects that fall within the de�nition outlined
in section 2.2 (disguising or withholding the long-term cost of an activity [42]), and contains three
main code clusters: loot boxes, multiple currencies, and bulk purchase mechanisms. The in-game
“egg” items are a kind of loot box, and their presence in clip A was noted by 17% (n=40), and clip D
by 27% (n=57). The higher �gure for clip D may re�ect the fact that the list of odds (for gaining
higher-value items) in that clip was displayed directly beside the egg, but further away in clip A.
Use of multiple currencies (real money and in-game currency) was identi�ed as a concern by an
average 13% (n=15, n=22, n=33, n=25) across clips A-D. As noted in section 3.4, the player may
only purchase in-game currency in set pack sizes, with a bulk-buy discount to encourage larger
purchases. In addition, the pricing of items is not aligned to the pack sizes, meaning that players
must often purchase more currency than required.

Default To Purchase. This theme addresses instances where the player was directed to purchase
in-game items or in-game currency as a default action; if they do not wish to purchase, they must
opt-out. This covers two distinct aspects. Firstly, there are instances where the NPC prompts the
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Table 1. Codebook, including themes from analysis of responses across all four video clips

Theme Code name n Description

Predatory

Monetization

Gacha / loot box / random 70 Transaction has a randomized element.
“Gambling” 35 Refers directly to gambling.0

Use of multiple currencies 95 Robux or bucks are linked to real money.
Purchasing is too easy (low barrier) 16 Refers to the ease of a spending action.
Bulk-buy discount on Robux 32 Reduction if purchasing large quantity of

Robux.
Must buy more Robux than needed 52 Mismatch of item costs and Robux pack

prices.

Default To

Purchase

Prompted to buy Robux (storefront) 76 Redirection to the “Buy Robux” storefront
when the player has insu�cient funds.

Purchase prompt is immediate 40 The “Buy Robux” storefront appears
quickly.1

NPC asks or suggests a purchase 50 The NPC requests that the player buy an
item.

Instructed / told to do 18 The NPC insists that the player buy an
item.

UI

Misdirection

Exciting sound e�ect 16 Use of sound e�ects to draw attention to an
item, or to imply positive characteristics.

UI colours / animation 29 Direct attention with colour or animation.

Emotional

Interpersonal

Persuasion

NPC is cute or very likeable 29 The NPC is amiable or has prominent
characteristics that are endearing.

Player feels good for helping NPC 3 Feel a positive emotion for carrying out
the action.

Sympathy / pity for NPC 10 Feel sympathetic toward the NPC.
Player feels ashamed / guilty 44 Feel a negative emotion if action is not

carried out.
General emotional manipulation 116 Non-speci�c descriptions of emotional

manipulation of the player.
Want to prove NPC wrong 72 Feel motivated to counter an NPC’s taunt.
Fear Of Missing Out (FOMO) 7 Player is motivated by an anxiety that they

might fail to experience key aspects of the
game.

Narrative

Obligation

Real money spend expected 112 Implicit assumption that the player should
spend real-world money.

Purchase feels part of narrative 15 Spending is intrinsic to the game’s
storyline.

“Premium value” or “rare” items 82 Virtual items are speci�cally labelled as
having high value or importance.

Physical

Placement

Cheap item placed next to
[expensive] item

12 Uses arrangement or ordering of items as
a way to in�uence player decisions.

Physical placement of item 17 Refers to the relative distance or visibility
of items from the player’s viewpoint.

Uses images associated with wealth 9 Items presented in a context that implies
high value or importance.

0 Small overlap (n=5) where responses included both “gacha/loot box/random” and “gambling.”
1 Small overlap (n=7) where responses included both “storefront” and “purchase prompt is immediate.”
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player to make a purchase, either as a request or as an instruction. For clip D, 3% (n=9) noted the
NPC “instructing the player” or “literally told the player to spend money.” Secondly, if the player
attempts to buy an item with insu�cient credit, the user interface displays a prompt for the user
to purchase additional in-game currency with real money; an average of 6% (n=15, n=12, n=14)
cited the fact that this prompt “appeared instantly”, “immediately” or “suddenly” in clips A, C, & D
(without further player interaction).

UI Misdirection. This theme relates to examples where the user interface (i.e., not the NPC)
contains elements designed to purposefully focus attention on speci�c options, or away from
opportunities to opt-out. A small number — an average of 4% (n=3, n=5, n=13, n=8) across the
range of clips — noted the use of colors and animation to direct the player’s attention to selected UI
elements (such as the “buy in-game currency” button). Comments included “even on the transaction
screen, the buy button is highlighted and animated”, “[the buy button] was attracting more attention
than the rest of the screen.” In clip C, 4% (n=8) commented on the use of a pleasing sound e�ect
— described as “an angelic choir” and “a heavenly sound” — to accompany the appearance of the
in-game currency storefront.

Emotional Interpersonal Persuasion. This theme re�ects use of the NPC to solicit an emotional
reaction from the player to support engagement in monetization. 38% (n=93) classi�ed clip A as
generally emotionally manipulative, using phrases such as “emotionally compels the player” and
“appealing emotionally to the player.” Further comments were more speci�c. For clip A, in which the
NPC character would “feel sad” if the player refused to buy an egg, 13% (n=32) considered this to be
particularly manipulative. Responses used phrases like “it’s making the player feel bad”, “tried to
guilt-trip the player”, “shaming the player into buying Robux [currency].” The player will also feel
more disposed to help a “cute” NPC — 5% (n=13) mentioned this for clip A, and 5% (n=11) for clip D.
Comments included, “It uses something that many people �nd friendly like a dog”, “vulnerable,
child-like”, “Western populations tend to like dogs.” In clip C, the dealership salesman states: “You
probably can’t a�ord anything here.” Signi�cantly, 32% (n=72) interpreted this as a challenge to the
player, and noted that the player would feel a strong desire to prove the salesman wrong: “player is
negged by the NPC”, “classic reverse psychology sales trick of trying to get the customer to prove
[themselves]”, “taunting the player.” Other comments such as “the player feels good for helping the
NPC”, “sympathy/pity for the NPC” were coded but represented only a small proportion (n=8).

Physical Placement. This theme describes instances where in-game elements are arranged in
physical positions that encourage the player to engage in monetization. This includes 3D physical
positioning (as outlined in section 2.3): for clip C’s vehicle dealership, 6% (n=14) noticed that the
most expensive items were closest to the entrance (with cheaper items further away). Comments
include “items less likely to require a microtransaction are hidden at the back of the room” and
“having the seemingly best car right by the entrance.” For clip D one participant commented “More
expensive options have detailed pictures.” Another noted in clip C that “[the] NPC is named Rich
and presented as living successfully due to their wealth”; however, this particular comment has
been ignored because such styling is a common practice in real-world dealerships, so this e�ect
appears to be an indirect consequence of the setting. Within the vehicle dealership, 4% (n=8) also
mentioned that placing expensive items next to cheaper ones would make the cheaper one more
attractive.

Narrative Obligation. This theme identi�es where the game’s narrative structure makes the
purchase of in-game items a regular or repetitive part of gameplay. Although in-game currency
may be earned, this is generally at a slow rate, so players may be forced to spend to keep the game
�owing. For clips A, C, & D, a consistent 15-16% (n=38, n=33, n=33) described an expectation that
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players would need to spend real money (to purchase additional in-game currency) in order to
obtain many of the in-game items. In these clips — particularly clip D — certain items are described
by NPCs as having “premium value” or rarity to make them more attractive to players. Comments
here included “he asked you to buy an egg as part of the funny story”, “made purchasing the item
seem like a required part of the quest”.

5 DISCUSSION

Within the Predatory Monetization theme, results included player concerns about the use of
multiple currencies (also known as intermediate currency). This �nding corroborates existing studies
that have labelled this pattern as problematic [29, 57], including a European Commission report
that explains: “the consumer lost awareness of the real value of the content being purchased and
may have been induced into spending more unconsciously” [22]. One paper also draws connections
between multiple currencies and the mismatched currency exchange [57], as noted in results. The
Default To Purchase theme re�ects the Preselection pattern identi�ed by Gray et al. [29]. This
includes instances where the player was directly instructed to make a purchase by an NPC, and
relates to Cialdini’s observation that individuals have a tendency to obey authority [11]. Indeed, this
e�ect might potentially be enhanced by the designer, using visual elements to portray the NPCmore
clearly as a �gure of authority. The fact that relatively few participants identi�ed this instruction
as deceptive design is interesting, given its prominence and regularity within the gameplay, and
it is something that is worthy of future investigation. Visual misdirection is a common form of
deceptive pattern, �rst identi�ed by Brignull and Darlington [9]. Gray et al. [29] include this within
a broader category titled Aesthetic Manipulation, which covers both visual misdirection and the
use of UI elements to evoke emotional reaction (such as the pleasing sound e�ect associated with
the appearance of the storefront). The current study’s theme of UI Manipulation con�rms that
users view these as a form of deceptive design.
Participants responded particularly strongly to the “sad” dog and “negging” salesman clips.

Although it could be argued that these examples of emotional manipulation fall within the scope of
Grey et al.’s Aesthetic Manipulation, the language of responses in both cases indicated that the
participants saw each of these instances as an anthropomorphic interaction, rather than as an
interaction with a software. For this reason, the theme of Interpersonal Emotional Persuasion

aligns with published psychology literature on persuasion and compliance-gaining. In clip A, the
dialogue in the interaction corresponds with Miller’s “self-feeling” compliance-gaining strategy,
where the manipulator deliberately infers that an individual will feel worse for failure to carry out
the action [51]. Similarly, the player will feel more disposed to help a “cute” NPC — an observation
that aligns with Miller’s “liking” strategy [51]. In clip C, the salesman states, “You probably can’t
a�ord anything here”, which one third of comments interpreted as a challenge or taunt to the
player, noting that the player would feel a strong desire to prove the salesman wrong — a behaviour
known as “reactance” [11]. This theme represents a new category of deceptive design which may
be particularly e�ective in 3D environments.

The Physical Placement theme represents an escalation of Grey et al.’s False Hierarchy, where
an option is given visual precedence over others. Grey et al. describe this as convincing the user “to
make a selection that they feel is either the only option, or the best option”; however, in participant
responses coded Physical Placement Of Item, the choice is driven by an unwillingness to travel
further in 3D space, giving the designer agency to take advantage of player laziness. For clip C,
participants noted that placing expensive items next to cheaper ones would make the cheaper item
more attractive. This cognitive bias is known as “framing”, which may be classi�ed as a deceptive
pattern in itself [45, 46]. A few comments noted the images of increasing wealth and happiness
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on more expensive currency packs — a persuasion technique well-established in advertising and
marketing [26].

The theme of Narrative Obligation does align closely with Grey et al.’s category of Nagging [29]
but may be considered a form of Pay To Skip, as outlined in Zagal et al. [65]. This relies on
engagement with monetization to keep the gameplay experience aligned to the game’s narrative
structure, and provides the designer with greater agency in 3D games, due to the immersive nature
of interaction with NPCs. Petrovskaya et al. [56] raise signi�cant concerns over the use of game
dynamics to drive spending.
These �ndings reinforce a need for further exploration of deceptive patterns in 3D gameplay.

As noted earlier (in section 2.1), academic study of deceptive patterns has focused mainly on web,
social media or mobile apps to date. A systematic review of deceptive pattern scholarship identi�ed
that only 7 of 79 papers focused on games [27]. It may be inferred from Zagal et al.’s taxonomy [65]
(see section 2.1), and from broader evaluations of predatory monetization [42, 57], that games
exhibit a number of distinct interaction characteristics and cannot simply be grouped with other
digital media. Furthermore, an in-depth analysis of microtransactions by Petrovskaya et al. [56]
highlighted di�erences in both form and salience between platforms (i.e., mobile and desktop) and
game genres. The current study expands this discourse by identifying concerns particular to games
with 3D environments.

5.1 Implications

Concerns within the gaming community about developers’ use of devious tactics to drive in-game
spending were evident in survey responses and even comments on Reddit posts that were used to
advertise the survey. These comments included: “Thank you for doing research in this �eld. As a
long-time gamer, it’s been really disheartening to see how overtly manipulative game monetization
has gotten,” and, “I really hate this trend of blatantly predatory monetization, especially in games
aimed at children.” This latter point re�ects the need to pay special attention to the e�ect of these
tactics on vulnerable groups [22, 63]. Through this paper we hope to provide reassurance to the
gaming community that these concerns are being identi�ed and investigated, along with being
brought to the attention of academics, game developers and legislators.
The identi�cation of new categories of deceptive design in the context of 3D gameplay has

immediate implications for game developers. These categories are not theoretical: examples have
been found in a commercially available game with a huge user base, and other developers may
seek to emulate this successful model. Developers need to be aware of the salient e�ect that these
strategies have on player experience, to ensure that they do not upset or infuriate players [56]. As
noted by van Rooij et al. [63], there are a number of potential changes to game industry internal
practices that can address this.

The results of this study provide evidence that may be helpful to regulators and legislators who
are seeking to restrict deceptive and manipulative practices in video gaming. There are concerns
that regulation has so far been inadequate in this area: in a 2021 speech to the Federal Trade
Commission, Harry Brignull noted: “I was quite naive. I thought that [deceptive patterns] could
be eradicated by shaming the companies that used them, and by encouraging designers to use a
code of ethics. The fact that we’re here today means that approach didn’t work” [8]. Similarly, a
European Commission report concluded that “transparency-based remedies are ine�ective” for
countering deceptive patterns; “the remedies that have more potential for reducing consumer
detriment include the prohibition of the most harmful practices” [22]. This is particularly the case
for vulnerable groups: van Rooij et al. [63] reiterates the need for “hard legal measures”, citing
articles from the UN Convention on the Rights of the Child (CRC). Pre-emptive considerations are
also needed: a survey of IT professionals indicated high levels of concern about the new regulatory
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challenges presented by VR and Metaverse technologies [4], and the �ndings within this paper are
directly relevant to this context.
The themes identi�ed in this study highlight future areas for exploration for HCI researchers

through the greater agency for designers enabled by 3D in terms of physical placement of objects
within the 3D space and emotional impact of interactions with in-game characters. Enhanced
in-game emotional interpersonal persuasion may have potential in the realm of positive behavioral
design [63].

6 LIMITATIONS

The use of videos within the survey has inherent limitations; as noted by Di Geronimo et al. [17],
watching a video and actively playing a game are two di�erent experiences. There are advantages
and disadvantages: participants may �nd it harder to spot deceptive design while engaged in the
�ow of gameplay; however, time-related patterns (such as “grinding”) may not be fully evident
within a brief clip. In addition, it is questionable whether a method developed for mobile apps can
fully represent interactions in a 3D game; however, there is precedent here: ratings bodies such as
the ESRB use gameplay videos to assess game content, rather than actually playing the game [35].
For this study the use of video clips was necessary due to the online nature of the survey, and to
ensure consistency of participant experience. The study has looked at user perceptions within just
one game, but there are undoubtedly others that may reveal further 3D deceptive design elements
and new techniques may be developed by game creators in the future. This work only focused on
the Reddit community for recruitment of participants and in future work should focus on a broader
range of demographics.

7 CONCLUSION

This paper sought to explore the use of deceptive design for monetization within popular “freemium”
3D games, which is currently an underexplored research area. An online survey was conducted
to answer research questions of “How do players notice deceptive design elements in 3D games?”
and “How do players perceive the role of deceptive design elements in the monetization process?”
The survey involved participants watching clips of 3D gameplay and identifying deceptive design;
the survey received 259 responses. Results showed that the method was e�ective in enabling
participants to identify and explain deceptive design practices in the video clips with speci�c
reference to monetization. The main contribution of this paper is six new categories of deceptive
design in the context of 3D gameplay successfully identi�ed and classed as potentially problematic
by participants in our work. This shows that our survey method was e�ective and that deceptive
design elements are being used in a variety of ways to encourage players to engage in monetization.
This is particularly concerning as the game from which the video clips were taken (the “Adopt
Me!” Roblox game) is targeted-at and primarily used by children and younger players, who may be
more susceptible to deceptive design than adult players. Thematic analysis of the results was used
to identify 26 unique codes relating to deceptive design identi�ed and explained by participants.
These were then grouped into six core themes which formed new categories of deceptive design:
Predatory Monetization, Default to Purchase, UI Misdirection, Emotional Interpersonal

Persuasion, Physical Placement, and Narrative Obligation. While all of these themes provide
new insights gained from our speci�c investigation of 3D games, the �rst three themes have some
alignment with existing deceptive patterns identi�ed primarily within ecommerce web sites, while
the latter three themes appear unique to 3D gaming environments. The new categories of deceptive
design provide the �rst classi�cation of deceptive design elements speci�cally for 3D games, which
we hope will be valuable to the gaming community, to HCI researchers, to game developers, and to
legislators.
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