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Since the RolBased Access Control (RBAC) model was first introduced, it evolved into probably the
most discussed and researched access control modaetademia [1]In an earlier literature study, we
collected: (a) a set afore features othe RBAGnodel, according to th&NSI/INCITS 359:2004 RBAC
standard [2], (b) implicit assumptions, (c) a set of strengths, and (d) a set of phenomena which may limit
these strengths irpractice therefore, representing possible weaknesse&hispreviousstudy revealed

that RBAQan be usedo control access to information in:

support applicationswith operating system specific roles,
standalone business applications, with applicatispecfic roles,
enterprisewide applications, witholes stared among several applicatiorand

T3> > D>

crossenterprise applications, with roles shared among severghnizations

However, little is known about thextent thesefeatures, assumptions strengthsand phenomenaare
recognized by practitioners drimportant in practice To acquire insights about these four elements and
complement our initial set of strengths and phenomena, a survey was designed by the Information
Systems Group from theniversity of Twente and Novaittp://www.novay.nl/) and launched online
betweenJune and July 2011.
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from the Netherlands) and Internationa{practitioners from elsewhere) However, no significant

A Respondents of the survey could be clustered in two groups based on location: Naficawltioners |

difference among these groups was observed in respect to the questions related to the RBAC model.

Therefore, theanalysis reported considers respondents not clustered.

The majority of practitionergrom the National group had more than 5 years experience with RBAC,

acquired mainly as consultants and IT architects in large national enterprises from the finance
government sectors. While the majority of practitioners from the International group5ad less years

and

of experience with RBAC, acquired also as consultants and IT architects in multinational or large national

enterprises from the technology or finance sectors. Regardless of group, respondents had suffi
experience with support applicatns and crosgnterprise applications. Therefore, we drew conclusions i
this report only related to stand alone and enterprise applications (conclusion 5).

Although the survey results are not statistically significant due to a low response rate, respiiluseed
us to uncover patterns of RBAC usage and relationships between features, assumptions, strength
phenomena which weakness some strengths of RBAC. These patterns and relationships appear
report in the format of conclusions. Some hightigjare:

Surprisingly, respondents perceived the overall usage of the RBAC model asnmuseglthan used
(conclusion 21).

 AINBSYSyiG |o62dzi GKS asSylyidaoda 2F NRfS&a Aa
phenomenon P4 (conclusion 18). Tliexplained by an obtained disagreement with the assumptio
that there isconsensusbout the semantic of roles practice(assumption A4 conclusion 10), and a
low agreement with the flexibility thasemantics of roles and permissionan bring (stregth S5-
conclusion 15).
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Role hierarchy which allow inheritance of permissions (feature F8) is seldomly or never used in

practice (conclusion 7). This is explained by a high agreement thaitikgtance of permission is not
well-understood in practicéphenomenon P3 conclusion 17). No use of role hierarchy is reflected o
the low perception of survey respondents about teealalility of permissionassignmentsin RBAC
(strength S4 conclusion 14).

Results obtained for features2 (there is a manip-many relationship between users and roles)d
F4 (users do not need to have all their roles always activatedjgest that the concept afession
usefulfor the activation of different roles by a same us& not very often used in practicés a
conseqence,dynamic separation of duty policies, that constrain sess@a assignments, glsonot
reality in RBAC implementations eith@onclusions 1 and 6).

Results about featur€1 (permissions are assigned to users only via roles, never directly &) arser

about assumption AZnumber of roles is much smaller than the number of users to be granted

accessypuggestthe use of hybrid implementations of RBAG fact, several practitioners mentioned

in the open questions such hybrid RBAC (e.g., combRB®C and ABAC) are gaining momentum as a

/

more effective |AM strategy, /
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The following venues were used to distribute the survey.

Ve

A LinkedIn Professional Social Network (http://www.linkedin.com )

A. Group:ldentity & Access Management
Type of Group: Professional

Group Objective: The purpose of this group is for all professionals who work within the
IdAM business domain, commercial or government, to be able to easily find each other
and increase collabation.

B. Group: Platform Identity Management Nederland & ECP EPN IdM
Type of Group: Networking

Translated Group Obijective: This group provides a network for professionals with an
interest in identity management and authentication on a national (macreglléor the
Netherlands.

Ve

A Mailing Lists
C. mail@pimn.ni(Platform Identity Management NederlandPIMN)

D. l.trax.nl(internal list from Traxion Nederland)

Response rate

Potentially, a total of 3801 practitioners were invited to take part on the surveyefimes AD. The
actual response rate was 0.74%alculated based on complete surveyA survey is considered
G O2 Y LJwteriaB duestions related to the RBAC model were answeRsefer to Appendix Al for
more detalils.


http://www.linkedin.com/

2- About the Survey Design

The survey consisted of 2fuestions in which 16 questions were related to the demographic
characteristics of the respondent practitioners, 7 questions were related to the survey content and 2
guestions were related to followp and feedback.

Content questions followed a nemivial table format where we aimed to validate perceived usage and
extent of agreement with features, assumptions, strengths and limiting phenomena identified in the
previous study, for each type of application (also idksd in prestudy). Such tables used Likert scales
with four or five points.
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The survey combined both closed and open questions. Features, assumptions, strengths and
phenomena used in the closed questions are listed next for reference.

A RBAC features
F1 Permissions are assigned to users only via roles, never directly to users.
F2: There is a marg-many relationship between users and roles.
F3: There is a marg-many relationship between roles and permissions.
F4: Users do not need to have all roddways activated.
F5: Users can have more than role activated at the same time.
F6: It is possible to have an overview of all users assigned to a specific role.
F7: It is possible to have an overview of all roles assigned to a specific user.
F8: Roles cabe organized in hierarchies, allowing inheritance of permissions.
A Assumptions of RBAC

Al: Users should not acquire permissions because of individual attributes; they share
profiles which determine their roles, for example, based on resjuilitgs, duties job
functions, qualifications, authority.

A2: The number of roles is at least an order of magnitude smaller than the number of users
to be granted permissions; this means that several users get assigned to a same role.



A3: The role structure and the set permissions assigned to each role are stable, therefore,
they change slowly, over a period of time; what changes a lot is the set of users and their
assignments to roles.

A4: There is agreement about the semantic of roles between those people inwitked
their engineering and management.

A5: Users and permissions are known in advance, before the access is evaluated as granted
or denied.

A Strengths of RBAC
{mMY 9FFAOASY(OH YIylI3aSYSyd 2F tFNBS aoltS dzas

S2:Effective enforcement of the neetb-know access control principle, achievable by the
assignment of users to roles and by the assignment of roles to permissions.

{foY {AYLIXAFASR [ dZRAGAY3T 2F dzZASNBQ LISNX¥YA&AA?Z2
S4: Scalableassigny it 2F LISNX¥YA&daizya GAlF AYKSNARAGFyYyOS

S5: Flexible semantics of roles and permissions.

A Phenomena in the RBAC context of use which limits its strengths

P1: In RBAC all assignments of users to permissions need to bedgvént®lesithis may
IAPS NARaS G2 NRftSa oAdGK I+ FSg YSYoSNmI O:f
SELX 2aA2y Qo

P2: There may be many contexttJSOA FA O F GGNAOdzl S& 6 Kopigk | FF
GAGK GKAA O2y(iNMOdzZi SBELR 24KEyOSY2YSy2y 2F

P3: Structuring and managing role hierarchies require a clear understanding of the
inheritance of permissions; lack of this understanding causes unexpecteecffides
resulting in undeentitlement or overentitlement of users.

P4: The meanip of roles (in terms of terminology and permissions) across different
departments, branches, or business partners has to be shared for RBAC to be effective;
reaching agreements about the semantic of roles may not be trivial, giving rise to
interoperabilityproblems.

P5:RBAC is a complex and evolving model which leaves gaps not only at the level of design
and implementation but also at conceptual levidlis gives rise to different interpretations
of the RBAC model also causing interoperability problems.

P& Changes affecting the assignment of users to roles, and roles to permissions happen
frequently;access management based on roles may become either an overwhelming task or
may lead to violations of neetb-know policies.

P7:1t may not be known in advanoghich permissions users should have until the need
F OGdzZ-tte& IINAR&aSa>x yR GKSNB NB SYSNHSyOe &
RBAC does not work well with such dynamics.
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3.1 Distribution of respondents per years of experience with RBAC

The analysis of responses for question 5 of the survey is reported in the following graph. It shows two
equally representative groups composed of practitioners from the Netherlands (graugaional) and
of practitioners from outside the Netherlands (groug; Mternational).
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While 69.2% of respondents in the National group (group B) reported to have an experience greater to 5
years with RBAC, 56% of respondents in the International group (grorgpéted to have 5 years or
less of experience with RBAC.
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The distribution of responses for question 6 of the survey is shown below. More than one activity could
be selectedby participants; therefore, responses for each group do not add up to 100%.

Almost 90% of respondents in the National group gained experience with RBAC via consultancy work,
while, in the International group, RBAC experience via consultancy amountst tovier 40%. Equally
representative in both groups is RBAC experience acquired as IT architect: 46.2% (National group) and
57.7% (International group). The third higher representation among the groups diverge: 34.6% of RBAC
experience in the Internationgroup comes from development and 26.9% in the National group comes
from decision making.

Significant differences among groups are: the representation of RBAC experience as vendor is around
10% in the National group, and almost 27% in the InternationalgrBBAC experience as administrator

is insignificant in the International group, but represents over 18% in the National group; and RBAC
experience gained as Information Security Officer, while around 5% for the International group,
amounts to over 20% ithe National group.

R

Mational—

M Administrator

“ Decision maker

B Cconsultant

M\endor

: EBusiness application owner
Internationa + Risk Manager

* Information security officer
= Developer

BT Architect

. Requirements engineer
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% of respondents per activity performed
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The distribution of responses for question 8 of the survey is shown below. More than one sector could
be selected by participants; therefore agaiesponses for each group do not add up to 100%.

The top three most represented sectors from which respondents acquired experience with RBAC,
regardless of group, are government, finance and technology. However, the order in which these sectors
appear in tle top-three list varied per group; the order for the National group is (1) finance, (2)
government, and (3) technology, while the order for the International group is (1) technology, (2)
finance, and (3) government. Moreover, for the International grolp distribution of these top three
sectors is in range of 10%, between 35% (government) to 45% (technology), but for the National group
the range is 35%, from 35% (technology) to 70% (finance).

¢KS NBLINBaSyiGldAazy 27F LINI QhefinadcesgchNditie NtiBnalgmap £y O S
a positive outlier (70%) and acquired from the education sector is a negative outlier (7,7%).
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The following table relates respongddi 8 Q RSOt I NBR t S@St 2F SELISNRSYyOS
of organizations in which RBAC experience was mainly acquired (question 9), per group.

This table confirms previous graph on years of experience with RBAC (section 3.1) for groupnlfNati

This previous graph showed that 69.2% of respondents in group B had 5 years or more of experience
with RBAC. Here, we see that 81% of group B respondents declared themselves as having moderate to
high experience (experienced) with RBAC, with preidamce for experience acquired with large
national enterprises. However, experience gained from government agencies in question 9 (around
15%) contradicts the graph from section 3.3, where the government sector had a representation of
40%-+ for the Nationajroup B.

For group A (International), respondents declared predominance of experience with RBAC acquired
from multinational enterprises. In terms of the level of expertise with RBAC among respondents of
group A, respondents claimed equally (around 308%) &xperience, moderate experience and high
experience (experienced).

Distribution of respondentsper company size

Company size
Large Small and
Multinational national medium Government
Group enterprise enterprise | enterprises agencies Total
A | RBAC Novice 0 0 1 0 1
experience -
Low experience
4 6 0 1 9
Moderate
experience S S 0 2 8
Experienced 7 4 1 3 8
Total 16 15 2 6 26
B RBAC Novice 0 1 1 0 1
experience -
Low experience
1 2 0 1 4
Moderate
experience 3 2 0 0 4
Experienced 9 13 9 3 17
Total 13 18 10 4 26

13
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Since no significardifference was found between grougs (International) and B (National) terms of
results obtained (see moren that in AopendixA2), we report our analysis of theurvey data in terms of
the sample as a whole.

In this section, structured in sedections 4.44.4, we analyse RBAC features, assumptions, strengths and
LIKSYy2YSyl Ay GKS w.!/ O2yGSEG 2F dza8S Ay GSMNxya 27
GSNXa 2F FNBIljdSyoOe 2F INBSYSyld o6So3aox L F3INBS 5
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4.1 To which extent the RBAC basic features are found in access control
mechanisms implemented in practice?

Features F1 to F8 were collected from the Core RBAC and iitgdHieal RBAC extension, described in

the ANSI/INCITS 359:2004 RBAC standangse two components (Core and Hierarchical) become
visible in the set of strengths and weaknesses (phenomena observable in RBAC context of use), analyzed
sub-sections to follow

28 AGFNI é6AGK GKS SEGNBYSa ayS@SNI dza S Rsalysis ©fA 3 dzNB
RBAC features. The first graph points to F1, F4 and F8 as high frequency features never used. For
features F4 and F8, this seems to be confirmed insieond graph of most often used features, since

both have more or less consistently low frequencies there. However, the second graph suggests that the
frequency of use for F1 is very sensitive to different types of application. Comparing the frequency of
use for F1 among the 4 type of applications, it is most used for stéorte and enterprise applications.

Distribution of RBAC features/Never used
30

25

20

15
10
N [T S T [ |
0
Support applications Stand alone applications Enterprise applications Cross enterprise
applications

HFl HF2 EF3 HF4 MF5 MF6 WF7 LIF8

Figure 1. Distribution of features never used per application type
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Often used
30

25

20

15

10

Support applications Stand alone applications Enterprise

pplications Cross enterprise applications

Figure 2. Distribution of RBAC features often used per application type

If we take another perspective and analyze the second graph (Figure 2) of often used features first, the
ones which strike as the three most often used features of RBAC are: F2, F6 and F7. When we turn back
G2 0KS ayS@SNI dza SR¢ tAnMdDbutlss The I€astXeprE€sentet fgdRures reinfoidng &
GKS a2F0Sy dzaSR¢ 3IANI LKO®

hyS g2dZ R SELISOG GKI G T $kmanzNSBatio®hip bétdeerk BldsBandA & |
LISNXY¥AaaAzyao g2ddR F2tt2¢ GKS al YiS-many rdalicBMy | &
0SG6SSy dzZaSNAE |yR NRftSasd0x aAyoOoS (KSe O2YLX SYSyi
manyto-many relationship between users and permissions. It is interesting to notice, however, that
respondents had a different perception odage for both in enterprise applications (only).
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From these observations, we draw the following conclusions beforeams onwith further analysis of
features F1, F2 and F8

e N

[ \

Conclusions

Conclusionl:

Feature F4(users do not need to have all their roles always activatexs been reported
consistently bythe survey respondents as not usadpractice. One possible explanatic
is that users do indeed need to have all their roles activated at all tisuggyesing that

the concept ofsessionwhich makes it possible for a user to activate a-sabof the roles
assigned to him, is often absent from RBAC implementations according to responde

The inexistence of feature F4 means that an important part of the RBAC flexibility i
It also means that dynamic separation of duty policies, that constrain segsien
assignments, is not reality in RBAC implementations either.

Conclusion2:

Basic review functions of the Core RBAE, features F6(it is possible to have ar
overview of all uses assigned to a specific role) and F7 (it is possible to have an ove
of all roles assigned to a specific user) were consistently indicated by the s
respondents as features of RBAC often used in practice. In fact, these feature
fundamental2 Yl GSNAFf AT S adNBy3aGdK {o 2F w.!
for regulatory compliance) and collect its rewards. We return to this when analy
survey results for strengths of RBAC.

Conclusion 3:

Features FZthere is a manyo-many relagionship between users and roles) and B3fe

is a manyto-many relationship between roles and permissions) were not perceive:
having the same pattern of usage by respondents for enterprise applicatiéhsvas
perceived as more used than F3.

Since reults indicated F2 as used, i.e., a user can have many roles, the interpretat

the results for F3 suggest a matorone relationship between roles and permissions. T

would mean that each role would have a single permission only in enterprise appis,
. and this is very restrictive. To confirm or reject this requires further investigation. )

17



Feature F1: permissions are assigned to users only via roles, never directly to
users.

don't know never used Mseldomly used msometimes used M often used
100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%

Support Stand alone Enterprise Cross enterprise
applications applications applications applications

Figure 3. Stacked Bar Chart withdistribution of frequency of use for feature F1

As we can see in the Figure 3, 52% of 27 cases affirm that the feature F1 is often used in stand alone
applications, although 30% of these 27 respondents perceive it as seldomly or never used. Similar
percegion was evidenced in enterprise applications (50% of 32 respondents perceived feature F1 as

often used) although one quarter (25% of cases) of respondents affirm that the feature F1 is seldomly or

never used in this type of applications.

The perception buse in support and cross enterprise applications is the opposite. In both, 42% of
respondents (10 out of 24) point this feature as seldomly or never used, while 33% indicate that feature
F1 is often used.

This result suggests that only up to half of tpeactitioners participating in the survey perceive
permission in practice acquired strictly via roles. This means that they either see permissions assigned
via rolesbut with the possibility ofRA NEOG FaaA3ayyYSyida 2F LISNYAAaAZ
permissions assigned via roles all together. An explanation for the first situation is the fact that role is an
informal and frequently used concept often adopted in general terms, not necessarily adherent to the
RBAC standard. This result also suggésts support and cross enterprise applications were the types

of application where the perception of often used permissions assigned strictly via roles was lower
(33%).

Next, we analyze the frequency of use in stahohe and enterprise applications alongttwthe actual
experience of respondents with each one of these two application types, as indicated by answers to
guestion 7.

18



M often used ®sometimes used i never used M often used ®sometimes used & seldomly used & never used

15;71%

Figure 4(a). Frequency of use of feature F1| Figure 4(b). Frequency of use of feature F1
NEBaLR2ZYyRSy(iaQ SELSNASYy(dNBalLRyRSyi(iaQ SELISNRSY
applications

Hoftenused W sometimesused Hseldomlyused Enever used
M often used HEsometimes used W seldomlyused W never used

Figure 4(c). Frequency of use of feature F1| Figure 4(d). Frequency of use of feature F1
NBaLRyYyRSyi(GaQ SELISNAS|INBaLRYRSY(i4Q  SE LISNaSise
applications applications

Figure 4. Cross-analysis of results for question 7 about experience with RBAC for each type of application
against results for question 17 about perception of use for feature F1

The pie charts iffiguren &4 K2 g (GKFGX o6l aSR 2y | yag DbliBrive wil2 NJ |j dz
RBAC originated mainly from stand alone applications (71%, 17 out ©fi@dre 4b) and enterprise
applications (89%, 26 out of 29figure 4c). Just above half of respondents (57%, 12 out affRjure

4d) acquired experience with RBAC nfrocrossenterprise applications and below one third of
respondents (29%, 6 out of ZIfigure 4a) acquired it from support applications.

The stacked bar in each subfigure of Figure 4 show the distribution of perception of use for feature F1 in
details, baed on answers for question 17. As we can see in these stacked bars, respondents with
experience with RBAC selected one of the four options: often used, sometimes used, seldomly used or
never used for feature F1. This means that respondents who indicat&d- i G KS& &G R2y Qi
frequency of use of feature F1 are, in fact, part of those respondents without experience with RBAC.
This information threatens the validity (relevant sample) of the perception of use for feature F1,

19



especially for support apphtions and crosenterprise applications where the percentage of
respondents without experience is significant. Figure 4(a) shows that 71% of respondents did not have
experience with RBAC from support applications and figure 4(d) shows that 43% of resgodidenot

have experience with RBAC from cresdgerprise applications.

Similar analysis for all the other features iR indicated the same pattern as the one illustrated by the
a0 O1TSR O0FINAR Ay CA3IdzNBE n Ay NBaLISOG G2 TSI ddaNB
for the perception of use of each feature wepeovided by respondents who indicated no experience
with RBAC in a certain type of application; however, those respondents without RBAC experience
provided other perceptions as well. This represents a threat to the validity of this survey results
especialy for support applications and cressiterprise applications.

a )

Conclusions

Conclusion 4

Core RBAC feature Fermissions are assigned to users only via roles, never direct
users) was perceived as often used in stand alone applications angasgeapplications
by 52% and 50% of respondents. However, for enterprise applications a quart
respondents indicated that this feature is never or seldomly used, and more th
qguarter (30%) of respondents indicated this for stand alone applicatibnetrefore, this
result is not very conclusive: half of respondents confirmed that F1 is used in practic
as much as a quarter indicated the opposite. This suggests that hybrid implementatic
RBAC (as opposed to pure implementations according A&CRBandard), which combine
e.g., RBAC and ABAC, are often found in practice. Comments collected in the
guestions made by several respondents, in fact, confirm that; see item 1 in Section 4

Conclusion 5:

Our respondents sample did not have eqaxperience with all types of applicatior
GKSNBE w.!/ Oly o6S dzaSR® ! ONrRaa I|ylf
experience indicated that too few respondents had sufficient experience with sug
applications and crossnterprise applicationdo conclude anything about the use ¢
RBAC with those applications. We will continue presenting our analysis for all four
of applications, but we will draveonclusionsonly about stand alone and enterpris
applications.

L v
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Feature F2: there is a many-to-many relationship between users and roles.

H oftenused © sometimesused M seldomlyused W neverused LI don'tknow

L/ LA A AT

100% 4

80%

60%

40%

20% -

0% —

Support Stand alone Enterprise Cross

applications  applications  applications enterprise
applications

Figure 5. Stacked bar chart with distribution of frequency of use for feature F2

Figure 5 shows the frequency of use for feature F2 in respect to each type of application, as perceived
by respondents Enterprise applications were the type of applications where most respondents perceive
feature F2 as most used (72%), and the less respondents perceive it as seldomly or never used (9%).
This gap is reduced for statadbne applications, where 56% of resplmts perceive F2 as often used

while 22% perceive it as seldomly or never used.

For crossenterprise and support applications, a significant percentage of respondents (25% and 17%,
NEALISOGABSt &0 AYRAOI FSiRor ok @tén used. YHisigap befveen oitel SadK S NJ
and seldomly/never used is more visible standalone applications, where56% of respondents

perceive feature F2 as often used 2@% of respondents perceive it as newvar seldomlyused. A

similar, although less strong, pattern happens with support applications, where 46% of respondents
perceive feature Fas often used whil&3% perceive it as never used.

Conclusions
Gonclusion 6

Feature F2 (there is a maig-many relationship between users and roles) was percei
as often used by 56% of respondents for stand aloneiegjpbns, but more than one fiftr
of respondents (22%) perceived it as seldomly or never ud3éds result suggest:
restrictive RBAC implementatiois practice,in which either a user cannot assume seve
roles or a role cannot be assigned to severalrsis8ince the second option does not ma
much sense, théirst possibility is probably true. But if users cannot assume more than
role, then he concept okessionusefulfor the activation of different roles by a same use¢
as defined in the RBAC SMINCITS 359:2004 standaakesits purpose completely. Fron
the logical truth that single usaole assignment¥ no session, evidence collected by tl
survey indicate that the concept of session is not very often used in practice.

21



Feature 8: roles can be organized in hierarchies, allowing inheritance of
permissions.

M often used B sometimes used M seldomly used never used don't know

100% -

20% A

80% -

A\

70% A

60% -

50%

40%

30%

20%

10% -

0% T T
Support applications Stand alone Enterprise Cross enterprise
applications applications applications

Figure 6. Stacked bar chart with distribution of frequency of use for feature F8

As shown in Figure éedture F8 has a high perception rate of seldomly used and never used, according
to respondents, with a pick of 48% (13 out of 27) in stand alone business applications, followed by 46%
(11 out of 24) in support applications, 37.5% (9 out of 24) for ezossrpriseapplications and 25% (8

out of 32) for enterprise applications. Furthermore, it has a low perception rate of often used: 12.5% (3
out of 24) in support applications, 14.8% (4 out of 27) in stand alone applications and 21% (5 out of 24)
in crossenterpriee applications. For enterprise applications, although not so low, only 34% (11 out 32)
perceive feature F8 as often used.

- N

Conclusions

Gonclusion 7

Feature F8 (roles can be organized in hierarchies, allowing inheritance of permission
perceived as seldomly or never used in stand alone applications by 48% of respor
Only 14.8% perceived F8 as often used in this type of applications.

But if feature F8 is not used, then this meathsit some strengths of RBAC (e.g., stren
S4 - scalable assignment of permissidngill be affected.This is consistent with the
frequently observed phenomenon P3 (inheritance of permission is notumelkérstood in
practice)asreported in the literature.

Therefore, from the literature and from evidence collected about F8 in this survey
expect to confirm survey results about S4 and P3 which confirm the causal relation
no use of F8 (roles can be organized in hierarchies, allowing inheritancenoisp®ns)Y
decreased strength S4 (scalable assignment of permissions). Phenomefiahd?Bance
of permission is not wellinderstood in practicegxplains low use of F8. )




4.2- Which assumptions of the RBAC model hold in practice?

Agree HMA1 HA2 A3 A4 A5

Support applications Stand alone Enterprise Cross enterprise
applications applications applications

Figure 7(a). Perception of agreement

Disagree

o N B O

Support Stand alone Enterprise Cross enterprise
applications applications applications applications

Figure 7(b). Perception of disagreement

Figure 7.R e s p o n dgeeantest and disagreement with assumptions AA5 by type of application

Figure 7 shows the frequency of agreement and disagreement with assumptieAS, Adccording to

NB a L2 Y RSy (i QAccotdSght fguddsA72ay and 7(b), respondentsisistently agreed with
assumption A2 and A5, i.e., a high frequency of agreementdod frequency of disagreement across

all four types of applications. A2 refers to the assumption which says that there is a much smaller
number of roles compared to the number of users to be granted access, and A5 refers to the
assumption which says thatza SNAQ ARSYGAGe FyR LISN¥XYA&daizya I NB
evaluated as granted or denied. Furthermore, respondents consistently disagreed with assumption A4,
since the frequency of disagreement was the highest for all four types of appficaticording to figure

7(b), and the frequency of agreement was the lowest also for all types of applications, according to
figure 7(a). Assumption A4 refers to the existence of an agreement about the semantic of roles,
therefore, respondents did not thk such agreement exist in practice.
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Before we have a closer look at responses for assumptions A2, A4 andeAdiaw the following
conclusions

e N
Conclusions
Conclusion 8:

For assumptions Al (users should not acquire permissions due to individualitatsribut based
on shared profiles) and A3 (the role structure and permissions assigned to roles are s
responses indicated an inconsistent frequency among agreement and disagreement.

For Al, this inconsistency is more evident for enterprise apjpieat agreement was high bu
disagreement was also high. This suggests that the very basic assumption of the RBAC s
that users acquire permissions via roles only, may not be a consensus in practice. A pr
explanation is the fact that, singele is such a widely used term outside the RBAC model, diffe
interpretations of rolebased access control exist in practice, not necessarily compliant witt
ANSI/INCITS 359:2004 RBAC stahdar

For A3, this inconsistency is more evident for stafahe applications where agreement was his
and disagreement was also high. This suggests that there is no consensus in practice that ei
role structure or the permissions assigned to roles is stable (or both), especially for this ty
applicatin. Further investigation is needed to reveal what is the case.
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Assumption A2: The number of roles is at least an order of magnitude smaller
than the number of users to be granted permissions; this means that several
users get assigned to a same role.

M Agree B Undecided u Disagree LiDon’t know
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applications applications applications applications

Figure 8. R e s p o n dgeeenest &nd disagreement with assumptions22by type of application

Figure 8 shows that the level of agreement with assumption A2 is more evident for enterprise
applications, where 67% of respondents agree and 17% disagree with it. For stand alone applications
this pattern also happens: 59% of respondents agree and 18&rdis with it. The percentage of

dzy RSOARSR 2NJ R2y Qi 1y26 A& wmtm>r YR Hoe: NBaLISOi
{dZNIINRAAYy3 KSNB Aa GKS tS@St 2F RAaAlFINBSYSyid o1
reaches more than 20% gtand alone applications (23%); we expected this to be much lower since this
assumption, together with assumption Al, allows several strengths of RBAC to be achieved, such as
strengths S3S3.
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Conclusions
CGonclusion 9:

A relatively high percentagef eespondents agreed with assumption A2 (numk
of roles is much smaller than the number of users to be granted access)
enterprise applications agreement reached 67% and for stand alone applicatit
reached 59%. A relatively low percentage of disaghent was observed fo
enterprise applications (17%) and stand alone applications (23%), although
percentages are still high, given the fact that some strengths of RBAC depe
this assumption being fulfilled.

An explanation for respondents aggment about A2 in practice would be the u:
of hybrid implementations of RBAC, which combine, e.g., RBAC and ABAC.
hybrid implementation would be a way to fulfil A2 by keeping the number of r«
to a manageable size. Inconclusive results obtafieedeature F1(permissions are
assigned to users only via roles, never directly to users) suggested the
direction (conclusion 4).

Another possible explanatiofor respondents agreement about A2 in practi
would be that permissions in enterprise ajmaltions are not very sensitive t
O2yGSEG FILOG2NAX &dzOK a dzASNBRQ A
sensitivity that normally lead to role explosion. Ifigkexplanation vas true, we
would have observed a low perception about phenomena(iRdividual context
factors lead to roles with few members) and P2 (context dynamics impacts
permissions) for enterprise applications. However, evidence from survey respc

pointed to an inconsistent result for P1 and P2 (conclusion 16)
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Assumpti on A4: there is agreement about the semantic of roles between those
people involved with their engineering and management.

H Agree B Undecided M Disagree LiDontknow
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Figure 9. R e s p o n dgeeantest and disagreement with assumptions4by type of application

Figure 9 shows a very low agreement with assumption A4 among all types of applications, as perceived
by respondents: support applications (25%), stand alone applications (27%), enterprise applications
(33%) and cross enterprise applications (37%). Consigtefigure 9 also shows a high level of
disagreement with A4 , regardless of the type of application: support applications (35%), stand alone
applications (36%), enterprise applications (37.5%), and cross enterprise applications (37%).

Conclusions
Gonclusion 10:

Respondents consistently disagreed with assumption A4 (there is an agreement abo
semantic of roles) probably because this agreement is not trivial in practice. Withou
agreement about the semantics of roles, the flexibility it camindgg to RBAC
implementations (strength S5) cannot be achieved. We will see that the analysis ¢
responses about S5 is consistent with this.

N /
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Assumption A5: Users and permissions are known in advance, before the
access is evaluated as granted or denied .

HAgree HMUndecided & Disagree LiDont know
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Figure 10. R e s p 0 n dgeeantest and disagreement with assumptions5by type of application

Figure 10 shows agreement with assumptional@ng all types of applications. This agreement is most
visible in enterprise applications where 67% of respondents agreed and 17% disagreed with A5. For
stand alone applications 59% agreed and 23% disagreed, for cross enterprise applications 53% agreed
and 16% disagreed, and for support applications 50% agreed and 15% disagreed with A5 as an
assumption of RBAC in practice. The lower agreement difference for cross enterprise applications was
expected therefore a more interesting result was the higher tB8fo disagreement with A5 for stand

alone applications since it was expected that owners of such applications had a pretty clear
understanding of all roles that users could assume beforehand. A possible explanation might be the
multitude of dynamic contexattributes, individualities, localities and particularities which interfere with

the assignments of users to permissions via known roles.

g Y
Conclusions
Gonclusion 11:

A consistent high level of agreement with A5 (users and their permissions are k
before access is evaluated) as an assumption of RBAC in practice was indica
respondents. This agreement was more visible for enterprise applications but cou
observed for the other types of applications as well. )

A&
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4.3- Which theoretical strengths o fthe RBAC model hold in practice?

CAIdz2NBE wmm aK2ga (GKS FNBIdSyoe 2F FANBSYSyd FyR i
S1 to S5 consideriRBAGs defined in theANSI/INCITS 359:20BBAC standard.
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Figure 11(a): Perception of agreement
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Figure 11(b): Level of indecision
Figure 11. Perception of RBAC strengths SiS5

According toijured MMO I 0 YR MMOO6U0UI &a0NBy3adKa {m O6STFAO)
(effective enforcement of neetb-know) and S3 (simified auditing for regulatory compliance) were

the ones with higher level of agreement for all types of applications. S3 was the strongest strength
recognized in practice. On the other hand, agreement with strengths S4 and S5 were very low and the
level ofindecision about them was remarkably high.
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Before we have a closer look at responses for strengths S3, S4 and S5, we draw the following
conclusions.

e N
Conclusions
Gonclusion 12;

Respondents consistently indicated agreement with(&ficient managemen2 ¥ dz
permissions)and S2(effective enforcement of neetb-know) as strengths of RBAC
practice.

Despite a high agreement level with strengths S1 and S2, they are harvested whei
RBAC assumptions Al and A2 are satisfied, i.e., AY, 82, S2réfer to reference [3]).
From respondents, we obtained a consistently high agreement with A2 (the numb
roles is much smaller than the number of users; conclusion 9) for enterprise applica
which enforces this relationship. However, the inconsistagreement about Al (nc
permissions due to individual attributesusers share profiles; conclusion 8) may be
explanation why these percentages obtained for S1 and S2 werasbigh ashe one
obtained for strength S3 or even higher (see analysiSBnext).

. /
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Strength S3: 3 EI Pl EZAEAA
compliance.
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Figure 12 Re s p o n dgeeanest &nd disagreement wittstrength S3by type of application

Figure 12 shows an agreement of 70%+ with strength Sallfdaypes of applications: 70% for support
applications, 73% for staralone applications, 87.5% for enterprise applications and 74% for-cross
enterprise applications. This strength depends on the presence of core RBAC features (F1 to F5) but,
most impotantly, with the presence of review functions F6 and F7. Therefore, since per conclusion 2, F6
and F7 were recognized as often used in practice, this result is not surprising and just provides an
explanation why S3 is achievable. Strength S3 is a venalppetrength of RBAC both for companies

to show compliance and to regulatory bodies to demand compliance.

Interesting though was the inconsistency between agreement and disagreement obtained for
assumption Al which is also fundamental for the achievamanstrength S3. If users can acquire
permissions not always via roles, but also via individual attributes, then features F6 and F7 will not be
sufficient to harvest strength S3, and additional review of individual permissions must happen as well.

- 0
Condusions

Gonclusion 13:

Agreement about RBAC strength S8nplified auditing for regulatory compliancejas
confirmed for all types of applications. This was more visible for enterprise applicai
@nd is consistent with results for features F6 and Bn¢tusion 2). /
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Strength S4: Scalable assignment of permissions via inheritance of
DAOI EOOEIT O ET 0Oi1A06 EEAOAOAEEAOS
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Figure 13. Levels of agreementvith strength S4by type of application

Figure 13 shows a low level of agreement and a high lewditagreement with S4, atrengthof RBAC.

This is more visible for support applications for which 35% of respondents agreed with S4 while 20%
disagreed, for stand alone applications for which 36% of respondents agreed with S4 while 27%
disagreed, and forenterprise applications for which half of respondents agreed but one quarter
disagreed with S4. Also remarkable is the high level of indecision about this str@itbugh not
comparable with S5 analyzed next), ranging from 21% (for enterprise anderntesprise applications)

to 27% (for stand alone applications) and 30% (for support applications).

It is interesting to obseve that, since feature F8 is fundamental for achieving strength S4 and this was
perceived as the most seldomly or never used feature of RBAC by respondents (conclusion 7), we
expected that S4 would be the least agreed strength (instead of S5) withogndicgint level of
indecision.

@ N

Conclusions

CGonclusion 14:

A low level of agreement (53% or less), a high level of disagreement (16% or mor
also a high level of indecision (21% or more) about strength S4 (scalable assignn
LISNYAaaAzya @Al AYKSNARAGFYyOS 27F LIS Nival
types of applications. This can be explained by the fact that this strength
materializes if feature F8 (inheritance hierarchies) is present and, as we se
conclusion 7, that F8 is seldomly or never used in practice.




Strength S5: Flexible semantics of roles and permissions.
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Figure 14.Levels of agreementvith strength S5by type of application

Figure 14 shows a very low level of agreement with S5, as strength of RBAC. Consistentil alpes

2F FLILX AOFGA2yas NBaLRyRSyla AYyRAOFGSR f2¢ | ANB!
adzZLJLI2 NI F LI AOFGA2yas tm:r 2F NBaLRYyRSydGa 6SNB dz
25% agreed with S5, for stand alone app O A2y a2 pndps: AYRAOIFIGSR (KSe@

YR ow: F3INBSR 6AGK {pX FT2NJI SYUGSNILINRARAS | LI A O (A
and 37.5% agreed with S5, for craggerprise applications, 68% indicated they were undediar
RARY QU (y2¢ FYR wmMci2 F3INBSR 6A0GK {pd ¢KAaA NBA&C

disagreement with assumption A4 (conclusion 11). If reaching an agreement about the semantics of
roles is not trivial in practice (assumption A4) therearannot expect the benefits derived from this
flexibility of roles and permissions (strength S5).

- 0
Conclusions

Gonclusion 15:
I f2¢ fS@St 2F F3AINBSYSyid o6ordp: 2N fS:2
or more) for strength S5 (flexible@mantics of roles and permissions) was observed fo

types of applications. This is consistent with the disagreement with assumption A4 (
is agreement about the semantics of roleggr conclusion 10

A /
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